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Forward 


This is a non-fiction work regarding real-word domestic espionage in the 
US, the majority of which appears to be illegal. 


This work discusses how to detect police spies, in the flesh, in their 
vehicles and how to observe their tactics, as well as a historical 
perspective on the use of spies. It is also very critical of community 
policing groups like Cellular On Patrol and the alumni of the FBI's National 
Citizens' Academy, who practice harassment tactics against American 
citizens, sometimes to the point where their victims commit suicide. 


The goals of these "terrorist" harassment tactics is not to disrupt criminal 
behavior or even public disorder, but to disrupt activities of "daily living," 
such as going to work or to the gym and "life processes," such as eating 
and sleeping. This is essentially a slow execution and it leaves no traces 
of evidence. I can guarantee you that "every" police agency, that has a 
covert apparatus large enough to carry this out, uses these tactics on 
whoever they "choose" to target. While "every" city and town in the US 
has adopted this system, this will be carried on much more aggressively 
in big cities. This includes Puerto Rico and the US Virgin Islands. 


This creepy expose’ contains lots of photography taken by myself at great 
personal risk and often cost. It should be an informative and thrilling read 
for those interested, not only in the spy genre, but in the preservation of 
civil and human rights. 


Under the shroud of "Community Policing" the US has been transformed 
into a totalitarian "Police State" without a vote and without warning. We 
now live in a society "saturated" with police spies. This makes us "all" 
prisoners and the "prisoner's dilemma" the only game in town. This is 
"not" a life, certainly not one worth preserving and certainly not one 
worth fighting for. 


The US has also been instrumental in exporting this "system" globally. 


My goal in providing this information is to help you detect and be able to 
bear witness to police harassment and other forms of police misconduct. 
Our police and their "civilian partners" have never behaved more 
criminally and are especially likely to do so, when under the cloak of 
anonymity. Learn to observe, so you can be the judge. 


This is a one of a kind item and contains what some may consider 
"state secrets." 
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HOW TO DETECT INFILTRATORS AND OBSERVE COVERT POLICE 
MISCONDUCT 


"The Crimes of Cellular On Patrol" 
Copyright 2010 
I-HOW TO SPOT THEIR PEOPLE: 


It is significantly more difficult to detect police spies in the flesh, than in a 
vehicle laden with tradecraft; but it can however be done. There are five 
ways I know of to accomplish this. These are verbally, emotionally, 
behaviorally, visually, and olfactorily. 


Verbally: 


* This usually involves some sort of questioning, which can be hard or 
soft. The goal can be to find out what you know, discover your 
motivation, pin a motivation on you, or to entrap you in a criminal 
activity. If someone "asks for your help" and continuously fails to 
define what help he or she is requesting, this is a dead giveaway, 
especially if the topic is potentially sensitive or controversial. You may 
also receive an email of a similar nature. In both cases, tell the SOB to 
"get bent" and leave or block their email, immediately! "Better yet, 
get the SOB's name and phone number, or in the case of the 
email save and print it, and run a 'reverse sting’ by having your 
lawyer or PI contact the SOB!" 


Emotionally: 


* Their emotions are not spontaneous. Their emotions appear to be 
driven by something in the back of the mind, an agenda, perhaps the 
need to avoid detection or both. 


* A stranger at one or more of your activities or civic organizations, will 
treat you like you're their new best friend, but when you try to return 
their bonding behavior, they will often be emotionally "flat." 


* The same individual as above seems to be a little too enthusiastic about 
the activity and appears to be "schmoozing" everyone, as if running for 
public office. It has been documented that police spies have been 
elected to the presidencies of "civil rights" organizations, so that the 
police will always know what they're planning, so they can ultimately 
disrupt it. 
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In fact, for all practical purposes "our" police and FBI crushed the 
civil rights movement. 


* In general, people who want to harm you or your organization will take 
an unusual interest in you or your organization. As the saying goes, 
"keep your friends close, but your enemies closer." If it sounds or 
feels to good to be true, "it is!" 


Behaviorally: 
Non-Verbal Communication 
Coughing: (Sometimes Sneezing). 


UC Cops and the civilian spies that work for them often communicate with 
each other by coughing so as not to make bystanders aware of them. 
This is an old "Cold War" trick. I have personally seen and experienced it 
being used in the following ways: 


* To get someone's attention. I have seen a UC Cop riding the Metro in 
LA, use this method of communication to get the attention of the bus 
driver. (A common pose for UC Cops riding the Metro is to lay the right 
or left arm on a hand-rail and lay their head on top of their arm, 
feigning sleep). 


* To point out a target. The UC Cop will cough whenever the individual 
he's trying to illuminate passes, so that his colleagues will know who 
the target is. 


* To harass a target. This is similar to the above except it gets done to 
the target all day long, wherever he goes, so as to create a persistent 
state of fear in the targeted individual. This can also be done by groups 
of people and is a form of persistent taunting. This can and has 
driven people to attempt suicide, myself included, and according 
to the LAPD Northwest Division is "perfectly legal." 


* As a greeting. I have seen a UC Cop and a civilian spy exchanging this 
instead of a handshake. 


Hand Signs and Other Gestures: 
* Stroking the nose. This is often done to point to a target directly 


ahead, or to identify oneself as a police officer. An attentive 
cameraman caught "Candidate Barrack Obama" making this gesture to 
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someone in the audience. 


* Stroking the back of the head. This is sometimes accompanied by 
raising a hat. Generally used to indicate a target directly behind. 


x 


Patting the stomach. This indicates that the target is moving away. A 
hand lying flat on the stomach indicates the target is standing still. 
Both hands on the stomach indicate that the target is returning. 


* Opening a briefcase or backpack and removing papers is a request by 
one UC Cop to speak to another's supervisor. I read this in an on-line 
article and the author's comments seemed plausible so far, so I actually 
tested this one. I must have been nuts, but here's what 
happened: 


When leaving the Woodland Hills, California "El Toritos" Mexican 
restaurant, I noticed a man in his mid thirties seated on a bench outside. 
He didn't appear to be waiting for anyone and no one was sitting with 
him, so I got the hunch he might be one of them. I had a backpack with 
me, filled with paperwork from work, so I opened it in front of him and 
started pulling out some of the paperwork. You should have seen the 
"eyes pop out of his head!" Then I put my paperwork back in my 
backpack and bent over to tie my shoe indicating that my cover had been 
blown. He started bursting out laughing. His good humor didn't save me 
however, as I was harassed on the two buses I had to take to get home. 


* Bending over to tie a shoe. This indicates that the officer's "cover" has 
been blown. 


Here are some alternate definitions: 


1. Watch out! Subject is coming - touch nose with hand or 
handkerchief. 


2. Subject is moving on, going further, or overtaking - stroke hair 
with hand, or raise hat briefly. 


3. Subject standing still - lay one hand against back, or on stomach. 


4. Observing Agent wishes to terminate observation because cover 
threatened - bend and retie shoelaces. 


5. Subject returning - both hands against back, or on stomach. 
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6. Observing Agent wishes to speak with Team Leader or other 
Observing Agents - take out briefcase or equivalent and examine 
contents. 


BTW, I believe this form of non-verbal communication is called "Talking 
Hands" and appears to be related to "German" sign language, which is 
considered a one-handed sign language, just like "Talking Hands." Watch 
some YouTube videos of the Germans surrendering after WWII. You will 
immediately be able to pick-out the allied informants within their ranks. I 
have seen a course offered "on-line" from something called the "CJI," 
which I believe stands for the "Criminal Justice Institute," of the 
"University of Arkansas." See Below: 


Talking Hands 


6 Hours 


This course will provide officers with the ability to communicate with each 
other nonverbally using one-handed signals in police environments and 
without the suspects hearing anything. This training, based upon the 
same signs used by the hearing impaired public, will cover basic 
nonverbal communication techniques using singlehanded sign language 
for use in both police environments or situations where verbal 
communication is not desirable. Officers will demonstrate the use of hand 
signals through practical exercises, scenarios, and final assessment. The 
course begins at 9:00 am and concludes at 4:00 pm 


August 19, 2009 Russellville Police Department 

November 6, 2009 Sheridan Police Department 

April 9, 2010 White County Sheriff's Office Searcy, Arkansas 
April 13, 2010 El Dorado Police Department 


http://www.cji.edu/Coursesii1/l_ talking hands.html 


Visually: 
UC Cops and Civilian Police Spies often wear clothing items that are 


considered tradecraft, intended to identify them to others "in the know." 
Examples of this are: 
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* Baseball caps. I've seen a lot of black ones and ones that have a white 
band on the edge of the brim, as well as flames on the brim. 


TshirtsHats 


* Shirts, jackets and hats from specific sports teams. In Los Angeles, the 
"LA Raiders" emblems are popular and here in San Antonio the "Texas 
Long Horns," "SPURS" and "Dallas Cowboys" are as well. Don't get 
hung up on these, as these are regional and can change immediately. 
Notice the patterns. If many people appear to be dressed similarly, 
they are for a reason. This is a uniform. 
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* American flag t-shirts, sweat-shirts and lapel pins. 


Illustration 1: In Use Illustration 2: In Use 
Nationwide Nationwide 


* Shirts and hats with specific designs, such as flames. 


Illustration 4: In 
Use Nationwide 


Illustration 3: In Use Nationwide 


In the intelligence community, having you're cover blown is sometimes 
called being "burned." Perhaps this is an "intended" metaphor? 
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*Many others... 


Illustration 5: In Use Illustration 6: In Use 
Globally Globally 


The individuals depicted above are wearing blue-jeans with black t-shirts. 
This combination is observable "globally." Also observable globally are 
black slacks with red shirts on men or women. This is illustrated below: 


Illustration 7: In Use Illustration 8: In Use 
Globally Globally 
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gall 
Illustration 9: In Use Globally Illustration 10: In Use Globally 


Pay close attention to the two photos above . These were taken in the 
Algerian controlled region of Western Sahara. The individual in the white 
robe is Mohammed Abdelaziz, who is head-of-state. Pay special attention 
to the man and woman wearing sunglasses, who are both staring 
suspiciously at the photographer. The woman is wearing a black top with a 
red scarf and the man, in the foreground, is wearing a blue robe with a 
black scarf. These photos are presented as evidence that this color 
scheme is used by police and those affiliated with them "globally." These 
individuals may very well function as this region's secret-service. Also, 
look just to the right of the face of the man, in the foreground, wearing 
the "blue robe." Directly behind him is a soldier touching the right side of 
his face, with his right hand. This is a signal to the man and woman 
facing the camera, that there is a subject of interest, or "target," directly 
to his right, whom they should pay attention to, in this case, the "camera- 
person." This is a concrete example of how "Talking-Hands" is used. 
Notice that the woman is holding a cellphone to her left ear. This is a 
prolific "pose" for those engaged in community policing, and is also a 
"threat-gesture.” 
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Illustrated above are black slacks with a yellow shirt, observable on men 
and women; and black and white paisley blouses on women. These 
combinations are also in use globally. Also to note about the man above 
in the yellow polo shirt: He has a document bag with a shoulder strap 
slung over his left shoulder and is "staring" at his cell-phone. The 
document bag with shoulder strap is a very common tradecraft element. 
Staring at a cell-phone is also a very common "threat-gesture." And is 
done to hundreds of thousands of people in the US who are merely 
"designated" as targets, and not engaged in any type of criminal behavior, 
or public disorder, and usually continuously while attempting to carry out 
their "activities of daily living." It is extremely likely that we have "Robert 
Mueller III," et-al, to thank for this. 


-uE - aise Wa 
You will also see black slacks and shirts on men and women; This is 
illustrated above and observable globally. Also observable globally are 
black slacks with white shirts on men and women. This is illustrated 
below. Also, notice the hand-gesture of the man on the left, "above." 
In this case, "I'm" the target! 
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Blue jeans and chambray shirts are also observable on men and women; 
but so far, I've only seen this combination In the US. The only city in the 
US that appears to have it's own "unique" dress-code is Wilmington 
Delaware; however this is an extremely large city and their vigilantes are 
extremely aggressive. 


Olfactorily: 

Strangely, the sense of smell can also be used to detect police spies. 
Police and those affiliated with them often wear noticeably excessive 
scent, (cologne or perfume), to identify themselves to others in-the-know, 
and also possibly to give the target a "subliminal" sense of being stalked. 
Used in this way, it is a subtle form of torture. In the former case, it is 
especially useful if the agent is displaying no other noticeable form of 
tradecraft. 


As a side note, alcoholics and heavy smokers also have been known to do 
this, but only if they still have to function in society and have to have 
frequent contact with the public. It has been my experience that the 
majority of those who "go-deep" in terms of penetrating an 
organization, or insinuating themselves into the trust of a specific 
individual are smokers. This can be compared to a poker-player who 
smokes to cover a "tell." A tell is a facial or behavioral give-away that 
informs the other players as to what cards he may be holding. Also, part 
of this profile is that such individuals are also highly-social. You will 
rarely, if ever, encounter such an individual who is a lone-wolf. 


Solitude, as a behavioral characteristic, is simply not compatible 
with the requirements of espionage in general. So, it may be 
possible to limit the exposure of one's self or group to penetration from 
these individuals by denying them companionship, and restricting them 
from membership in your organization. Also, as a matter of common 
sense, all attendance at indoor political events and demonstrations 
should be by "invitation only." 


****OQnce you've identified a UC Cop or Civilian Police Spy, observe 
who they associate with and the network will unfold before your 
eyes. These are the infiltrators and saboteurs, the ones you must 
remove from your organization and warn others about. (These 
individuals do not restrict themselves to passive data collection, 
sometimes referred to as "passive surveillance." They also engage in 
"more aggressive” tactics, such as "dirty tricks" and the neutralizing of 
individual and organizational targets). 
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An on-line database for this purpose, that “appears” to be legitimate, 
can be found at: 


www.whosarat.com 


II-HOW TO SPOT THEIR VEHICLES: 


Police and others use specific ways of marking their vehicles. This is 
called "tradecraft." Below are some of the markings most commonly 
used. 


* Pine Tree Air Fresheners (Verified by Texas Department of Public Safety. 
This is decades old). 


* Crooked license plates. (There are actually three elements of tradecraft 
in the photo below. See if you can spot them). 
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*Broken, bent or twisted radio antennas. "This guy's an artist!" 
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* Sports Flags. (Also national flags. US and Mexico flags are common.) 


ASD d 
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* One missing headlight or taillight. The headlights can usually be 
controlled independently. I had this demonstrated for me in a very 
disturbing manner. (I believe these are called "wig-wags"). 


~ 
à 
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* One headlight or taillight brighter than the other. (This is a variation of 
the above.) 
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issing or broken taillight lens. 


* M 


* Missing or broken headlight lens. 


* 3" brake light with missing segments. (The 3" brake light in the photo 
below should have three segments, but only has two). 
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* No lights at all. 


* One missing parking or fog light. 
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* No front plate. 


* Missing hubcap or hubcaps. This idiot had the nerve to "flip me off" on 
the freeway for no apparent reason. He is "one of them.” Now, he 
is "a movie star!" 
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* Very dark tint jobs and extremely bright headlights often on a white car 
with black trim. Vehicles configured this way are often used for escort 
work, but "I've been stalked and harassed by these," so I'm 
including them. 


* 


Handicapped placards hanging from the rear view mirror. 
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* Handicapped license plates. (Apparently preferential parking is one of 
the perks of intelligence work). 
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* Out of state license plates. You may start to see large quantities of 
these. They are most likely untraceable. (For some reason 
"Florida" plates seem to be the most prolific). It may be 


irrelevant, but the first "Citizen Police Academy" appeared in Orlando, 
Florida in 1985. 
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Plastic License Plate Covers. 


* Coded License Plates. These will spell out a message, in plain English, 
such as: 


IAM VIP Late model Mercedes 


LITENUP Honda Element, this also had two decals on it. The first 
was that of a human hand making the "peace" symbol 
with the index & middle fingers. The second spelled out 
the word "peace." At the time I was surrounded by four 
UC vehicles, including this one. 


NOP2LAT = "Nope Too Late." 


TRYN2 = = "Trying To..." 

AMUSED 

TIRED 

GOT1IBYU = "Got One By You" Guess he didn't! 
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Below are a few you might find interesting. I believe I would even call 
them "taunts." 


«a | 
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The license plate above is especially interesting to me. I started seeing 
plates, like this one, shortly after posting an early version of this work on 
one of my many web-logs. When creating this Blog, I used Girly-Girl, as 
part of the URL, mostly out of impatience, rather than as a deliberate 
stylistic choice. About a week later, a car pulled in front of me, with a 
plate which read "GRLY URL." Probably not a coincidence. 


*Missing front or rear bumper. 
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* Rear or front bumper tilted up or down down at a 45% angle. 


é 
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* "For Sale" signs, these can be on a placard or written in marker or 
chalk, usually on the rear windshield. 


* Beads, flowers or anything else unusual hanging from the rear view 
mirror, such as Music CDs. You may also see Music CDs in the driver's 
side sun visor as shown below. 
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* Toys on rear deck, sometimes on front deck. 
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* Hats on the rear deck, sometimes front deck, that never move. 


Illustration 12: Need I Say More? 
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* Anything at all on the rear deck, sometimes front deck, that appears to 
be there for display. (Most people want to remain anonymous in 
their vehicles. To do otherwise is telltale. ) 


* Various types of decals. 


Below are two of the most interesting decals I've ever seen and these are 
“international in scope." This is actually the first time I've seen them 
superimposed. The blue "Hawaiian Hibiscus Flower" is usually placed 
above the "Roxy," which is the white "heart shaped" decal on the bottom. 
When I was in Caracas Venezuela in 2008 my taxi was followed by a 
"black SUV" as in the photo below, that displayed these decals as 
described above, just not superimposed. Based on my limited knowledge 
I'm going to "hazard a guess" about their meaning: The Hibiscus flower 
represents "Hawaii" and the Roxy represents "surf," or the beach, since 
Roxy is a surf-ware manufacturer. These decals are used by the 
intelligence community. So, putting all the pieces together, I come up 
with "Naval Intelligence , Pearl Harbor." 1 could be wrong, it may 
just be another vigilante group, but having seen these in Venezuela 


HARLEY-DAVIDSON 
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* The Harley Davidson motorcycles decal is often used by the police. The 
flipped image on the right is what I personally witnessed on the rear 
windshield of a pickup truck, viewed through the front windshield. This 
was the only view available to me since the pickup truck was moving in 
the opposite direction. This was fortuitous, since I would not have seen 
the word "police" if I had viewed the decal from the outside rear of the 
vehicle. 


RAIDERS 


Og Ao 


The above "Oakland Raiders" decal is about as scary as they get. This 
symbol is used by the FBI nationwide. The FBI's use of this symbol has 
historical significance directly related to COINTELPRO, i.e. the "Fred 
Hampton" assassination. If you start seeing lots of these, you're in 
"deep shit," as the FBI recognizes neither the laws of God or Man, and 
they sure as hell don't give a damn about the supreme court. 


wy 


Terrorism 
The decals above are also used by the police and those who work for 
them. The first is called the "Praying Calvin," and the second is called the 


g 


32/138 


"Peeing Calvin." Both are from the comic strip "Calvin and Hobbes." 


A MEMORY Of JERRY HEMPHIY | 
A — 1953-2006 -—— 


The above symbols have struck terror in the hearts of many Americans as 
fire departments nationwide are engaged in vigilante style "cause 
stalking" and use their taxpayer provided firetrucks and ambulances for 


this purpose. 


The above symbols are also used by the police and those who work for 
them. These are the racing numbers of the Earnhardt family racing team. 
The first is the late Dale Earnhardt's number, and the second is that of his 
son Dale Earnhardt Jr, who started using the number "88," since this book 
was published. 


x 


Above are some other symbols you're sure to recognize. The first is the 
"Ikthus," which is a symbol of Christianity. The second is from the movie 
"The Punisher." Good Christians I think not; but good "Vigilantes" both! 
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The above two decals are very common. I think the metaphor here is 
"deep cover!" 


The "turtles" are also very common. I don't yet know if these have any 
special significance other than as generic tradecraft. The NSA has a 
program called "TURTLE" but I'm probably way off on this one. 


RANGE ROVER, 


There's also the stick figure family and "Baby On Board!" 
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Here's another symbol 
you may be familiar 
with. I believe it's the 
symbol Superman wore 
on his t-shirt. I've seen 
this on t-shirts and rear 
window decals. If Elbit: he 
there's a metaphor here it could mean Supareop: Sunemi, etc. On 
the right is one of my favorite photos. Apparently the parking lot on the 
right is frequented by cops and those that work for them. Also, the driver 
looking at the camera realizes he's being photographed and he looks 
really surprised. Maybe in addition to his other super-powers he also 
thinks he's invisible? 


Isn't the decal on the left the symbol of the "Transformers" from the 
movies and TV? I've seen this on Laptop-bags, t-shirts, and lunch-boxes. 
Imagine my surprise when I discovered that this symbol is also used on 
police badges. The date of "1865" on the badge on the right indicates 
that this symbol has been in use since antiquity. Perhaps we as a society 
are being conditioned to view the "police" as not only heroes, but "super- 
heroes?" 
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Here's two more you should recognize. The graphic on the left is the 
character "Tinkerbelle" from the animated movie "Peter Pan." The graphic 
on the right is the comic-strip character "Betty Boop," from the depression 


Y 
an 


The graphic on the left is the symbol of Playboy magazine started by Hugh 
Heffner in the 1950's. This symbol is used by the Carabinieri, which is the 
national police of the country of Italy. In fact this symbol can occasionally 
be seen hanging from the rear view mirror of "marked" patrol cars in that 
country. Here in the US it is usually displayed as a bumper sticker or 
rear-window decal. The graphic on the right is the symbol of the Apple 
Computer Corporation. This symbol, confined in a red circle with a line 
through it, is used to mean that you will NOT offer bribes to police, 
especially in Latin America; so the use of this symbol, without the red 
circle and line may mean that you DO support police corruption. There 
may be no such intended metaphor; however, it could have a variety of 
meanings, besides that of generic tradecraft. 
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I suspect not very many of you 
are familiar with the symbol on 
the right. This symbol is used by 
the "Human Rights Campaign." 
It represents equal rights for the 
GLBT (Gay, Lesbian, Bi-sexual, 
& Trans-gender) community. I've 
seen this displayed as a bumper- 
sticker and rear-window decal. 


I have no way of knowing 
whether or not the individuals 
driving the vehicles displaying this decal are members of this community; 
but I do know that this symbol "is" used as police tradecraft. Considering 
that the police and FBI have infiltrated "every" segment of society, it 
wouldn't surprise me to learn that at least some of them are. It appears 
that the Government is using our liberal and humanitarian values against 
us. Just-goes-to-show, that there's no low the government won't sink to 
to spy on us. 


| a à an p” 
Here's a bumper sticker that I really love, "love to hate that is." Not only 
have I seen these on the bumpers of the vehicles that I've been stalked 
by, but they would often show up in the offices of the businesses I 
patronized shortly after I started doing business with them. I find this 
one especially creepy. Actually, I have an opinion about the purpose of 
this particular bumper sticker. I think it's possible that it may be a 
"psyop" directed at the vigilantes themselves and not just used as another 
means to terrorize a victim. Here's my thought: Since stalking and 
vigilantism are two of the lowest forms of human behavior, aside from 
"snitching," that should cause enormous shame for the perpetrators; this 
may have been a psychological "campaign" to combat that shame in these 
individuals, much the same way that soldiers are desensitized to "killing" 
before going into combat. In fact here's a passage written by "Alexander 
Schmorrel" of the German resistance group, "The White Rose Society," 
that I believe is very telling. The following is from the "first" leaflet: 
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Nothing is so unworthy of a civilized nation as allowing itself 
to be "governed" without opposition by an irresponsible clique 
that has yielded to base instinct. It is certain that today every 
honest German is ashamed of his government. Who among us 
has any conception of the dimensions of shame that will befall 
us and our children when one day the veil has fallen from our 
eyes and the most horrible of crimes - crimes that infinitely 
outdistance every human measure - reach the light of day? 


If the German people are already so corrupted and spiritually 
crushed that they do not raise a hand, frivolously trusting in a 
questionable faith in lawful order in history; if they surrender 
man's highest principle, that which raises him above all of God's 
creatures, his free will; if they abandon the will to take decisive 
action and turn the wheel of history and thus subject it to their 
own rational decision; if they are so devoid of all individuality, 
have already gone so far along the road toward turning into a 
spiritless and cowardly mass - then, yes, they deserve their 
downfall. 


Wow! What an eyeopener... Even the German's got this right, more than 
seventy years ago, "some" of them, anyway. 


Power of Torture 


Here's a bumper sticker that I really "do" love. I don't know if the creator 
of this one saw what I saw, or understood what I understand; but he sure 
did manage to get it right. The above is no less than a criticism of not 
"just" the government, but of American society as a whole. God, I love 
this guy! 
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* Very often a Police Officer's Personal Vehicle. You will usually see this 
displayed in the lower left corner of the rear windshield, especially on 
SUV's. 


* Almost always a Police Officer's Personal Vehicle. The three balls are 
used to tow various kinds of police equipment. 


Antenna decorations, sometimes called "antenna balls." 
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*Holiday or Christmas decorations, especially red ribbon on the 
radiator grill. I have seen these locally and on vehicles in Afghanistan 


_ = - - 


on CNN. 


* A vehicle with a custom rim different then the other three custom rims. 


* Vehicles playing very loud bass, with no music. (The SAPD has a sick 
looking pink pickup truck with dark tinted windows, that does 
this.) 


* Various types of dents. The "PIT Maneuver" dent is the most easily 
recognizable. It consists of a dimple on either the right or left corner of 
the rear bumper, sometimes front bumper. 
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* A vehicle so badly damaged that it shouldn't be on the road at all. 
I believe some of these are former "impound vehicles" and I believe 
there may be corporations involved in rotating these vehicles 
nationwide. I've read that "Renzenberger" of Kansas may be one of 
these. 
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* Driver's door, sometimes other panels, that are a different color than 
the rest of the vehicle. These are usually black-on-white. 


Also, two or more "identical" vehicles in terms of make, model, year & 
color, traveling in close proximity. For instance two or more silver 
Nissan pickup trucks, white Chevy Tahoes, blue and gray Honda 
Elements. These vehicles will usually not carry any other tradecraft. 


**OQne of the most barbaric and bizarre things I've ever seen is 
four blue and gray "Honda Elements" converging on a homeless 
black man simultaneously from all four corners of the intersection 
of "Hollywood and Vine" in Los Angeles, California, blowing their 
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horns at the same time. The man burst into tears, screaming "OK, 
OK." This happened during the administration of police chief "William H. 
Bratton," a well know "zero-tolerance" cop, certainly "zero-tolerance for 
civil rights," formerly of New York City, at a time when "Hollywood" was 
trying to "rid itself" of it's homeless population. I've also seen this tactic 
used by the "Los Angeles Fire Department" with "Fire Trucks" on more 
than one occasion. 


* In general anything that makes a vehicle look out of place, even a little. 
When evaluating a vehicle for tradecraft, use the hit system. 
The more tradecraft elements you count on a single vehicle, the more 
likely you have a "bogie." I have had limited world travel to Venezuela, 
Mexico and have watched CNN. From my limited experience, vehicular 
police tradecraft appears to be universal "globally." Also, I've wondered 
for some time why it's necessary to have such a variety of signs & 
symbols for these groups & individuals. I found the answer just 
recently. Apparently General "Sun Tzu" of China had the answer more 
than 2,500 years ago: "The reason you use many signs is to 
manipulate and confuse the perceptions of the enemy, and make 
them fear your awesome martial power." What's really sad about 
this is that it's apparently American citizens that are the "enemy." 


* Also, cafe-style motorcycles with one headlight on, on a two headlight 
bike. The riders will be wearing full leathers. You may sometimes see 
the riders wearing rigid backpacks. These are most probably RF 
Jamming devices. See below: 


http://www.netline.co.il/page/rf_jammer.aspx 
http://www.shoghi.co.in/manpack RCIED jammer.html 
http://www.kingdomm.com/Jammers.html 
http://www.stratign.com/Manpack-Jammer.htm 

http ://defense-update.com/products/b/broadshield.htm 
http://www.anci-group.com/Radio Jammer.html 
http://www.anci-group.com/Vehilce Jammer.html 

http ://sesp.com/ManCarriedMobileJammers.as 
http://www.digitalrf.net/Jammers/jammers.htm 

The below sites have been taken down since I've been posting: 


I suspect this means that I am now dealing with the FBI, if this 
has not been the case all along. 
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**Use of Vehicle Lights as Pointing Devices: 


* Turn Signals. The right and left turn signals can be used to point to an 
object, a person or another vehicle, just by activating them, when 
passing or being passed by the target. 


* White Reverse Lights. When motionless, the white reverse lights can be 
used to point to a target directly behind, just by placing the vehicle in 
reverse and back to park, usually several times. 


* Red Brake Lights. When moving, the brake lights can also be used to 
point to a target directly behind, by tapping them repeatedly, so that 
the driver of a companion vehicle can see the target you're pointing at. 


* Headlights. The headlights can be used in a similar manner, by flashing 
the bright lights on and off, or the headlights can be turned off 
completely and back on again, repeatedly if necessary. 


* Also, a vehicle or vehicles can simply park in a way so that they are 
pointing "directly at you," in essence drawing an "arrow" from their 
vehicles to yours. This is most dramatic when headlights are used, but 
the same effect can be achieved without headlights, when there is little 


environmental noise, such as an almost empty parking lot. In this 
situation headlights are unnecessary. 


Illustration 13: Without 
Headlights 
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Hand Signs: I'm aware of five: 


* Driver's hand outside the window pointing down at a 45% angle, "like 
the Latin American gangs." (The SAPD has been using this for the last 
several days since I've been posting this article. This is actually very 
clever of them, since this is essentially "retractable" tradecraft). Oh, 
BTW, since I've been posting "anonymously," that means they're 
surveilling my Internet access and reading my email, “highly illegal." 
Thank God we've got the cops to beat us with rocks! That way we don't 
have to do it for ourselves. I feel safer already, don't you? 


* Something similar to the above using a cigarette. I believe it's called, 


"show us your smoke." I believe the cigarette is held with the lit end 
pointing up. 
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* Hand straight up touching the top of the driver's window sash. 


z I 


* Hand cupped over rear-view mirror. 


* The "Horns" 


This sign does not appear to be in widespread use by Cellular On Patrol 
yet. I've only started seeing them use it, after I first published this essay. 
I've also seen this symbol on a "custom" Texas License plate. I believe 
the former first family, below, is using this gesture in support of the Texas 
Tech "Long Horns" football team, however it is currently in use by Cellular 
On Patrol as well. 
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If you spot a vehicle with tradecraft don't assume it's traveling alone. 
They often travel in groups of two or more. Look for the others. They 
are extremely dangerous. If they catch you looking at them and they 
know who you are, they'll run some pretty ugly "psyops" on you. And, if 
you're unlucky enough to be in a position to impede their movement, you 
may be run off the road. Iwas. Attempts at photographing them in 
the act will bring "savage" reprisals. 


III-HOW TO SPOT THEIR TACTICS: 
Vehicular: 


* A vehicle or vehicles will pass your residence, workplace or wherever 
you happen to be playing loud bass, with no music. The SAPD has a 
sick looking pink pickup truck with dark tinted windows that 
does this. 


* Several vehicles will pass your residence, workplace or wherever you 
happen to be and honk their horns whenever they pass. This might be 
one at a time or several together in a single file line. 


* Car Alarms will be set off whenever you pass. The "Viper" system is 
very popular for this. The RKE (Remote Keyless Entry) device can 
transmit more than one statute mile. The operator can be at a remote 
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location when using this to harass you, keeping his identity secret. And 
again, not surprisingly, the LAPD Northwest Division states that 
this is "perfectly legal." 


They will toss cigarette butts out of their vehicle in front of you. You will 
notice this happening several times throughout the day. 


They will stall their cars in front of you in traffic, impeding your journey. 


They will either "slim-jim," pick, or obtain a key for your car and leave 
your doors open or turn your lights on and drain your battery. 


They will smash your car windows. Usually they will smash the side 
windows and leave the front and rear windshields alone. This was done 
to me and none of the other cars on the street were touched. I also saw 
this done to a car parked at "The Rustic Inn" on Hillhurst street in Los 
Angeles. The owner had visited the establishment the night before and 
left his car in the parking lot overnight. I wonder who he pissed off? 


BTW, this tactic is documented in the book "Protectors of Privilege,” 
Page 101, Paragraph 1, by Frank Donner, former executive director of 
the ACLU Surveillance Project. His other books are "The un-Americans" 
and "Age of Surveillance." Also, see "Protectors of Privilege," Page 92, 
Paragraph 2 regarding "Dirty Tricks" and the "Neutralizing of Targets." 


Also, the most well documented case of this was perpetrated by the 
Chicago Police Department against the executive director of the AER 
(Alliance Against Repression) "John Hill.” This happened to Mr. Hill 
four times during 1974, "AER v. Chicago.” Commenting on this fiasco 
"Senator Charles Percy of Illinois" is quoted as saying: "The 
dangerous subversive threat to our way of life is not from the 
Alliance to End Repression, but from widespread illegal police 
surveillance." Other victims of similar repressive tactics have been the 
Reverend Jesse Jackson, Tom Hayden, and former Los Angeles Mayor 
Tom Bradley. It appears that public figures and elected officials 
are not and never have been immune. 


Tailgating. This is extremely obnoxious, reckless and scary. This can be 
done by one vehicle or by pairs. I've personally experienced both. On 
the highways in Los Angeles, I've been tailgated at high speeds and 
when I slowed down to let the tailgater pass, she and her partner 
slowed down with me. I then pulled off to the side of the road and they 
both pulled off with me. Of course I wrote down the license plates. 
About ten minutes later they finally left. When I reentered the highway, 
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I was tailgated by another pair of vehicles. Desperate, I described 
this phenomenon to a California Highway Patrol officer. He 
escorted me outside and the next words out of his mouth were: 
"How did you get targeted?!" 


When riding along side you they will often hide in your "blind spots," 
which is usually to the right or left of your rear bumper and slightly 
behind. 


Mimicking. Arriving, leaving, exiting or entering their vehicles when you 
do. You may often see them waiting in their vehicles with the door fully 
open, sometimes with headlights on. 


They will often wait in their vehicles with the driver's door open and 
start their engine the moment you pass. 


Two vehicles will work together. The lead vehicle will stop in front of the 
second vehicle and the second vehicle will honk to get the first vehicle 
to move. This is just an excuse to honk their horns at your location. 
This will happen repeatedly throughout the day. This can happen in 
front of your place of residence, your workplace, beside you or in front 
of you while you are driving on the street. This will usually be in a place 
where you can see them. Traffic signals are an excellent opportunity for 
this. 


There will often be a person or persons at your location that will 
summon an ambulance or fire truck to your location. This is so they 
can keep lights and sirens around you frequently and they will often 
"block" your exit from a location. 


Police patrol cars will often pull over one of their own UC (under cover) 
vehicles at your location, again so they can keep lights and sirens 
around you. "Look for tradecraft on the vehicle they pulled 
over.” 


Staged accidents will occur in your direction of travel, to impede your 
journey. There will often be something telltale about the accident, such 
as there being no "skid marks" on the ground, no scrape marks on 
either vehicle, indicating that at least one of the vehicles was not 
moving at the time of impact. Also, with these staged accidents, there 
is often no "debris field" as you would expect in a normal accident. 
Odd placement of the vehicles during the accident, such as perfect 45% 
angles and perfect symmetrical blocking of a lane or lanes. 
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* Brighting. One or more vehicles will shine their bright headlights on you 
to intimidate you. You may be in your vehicle or on foot. 


(The following frames were taken from "The Sound of Music." 
This is the scene where the von Trapp family is attempting to flee 
Austria after the Anschluss in 1938). 


The next frame was taken from my vehicle. 


(Don't you just love "our" Cellular on Patrol)? 


2010/05/04 02:10 PM 


* A vehicle behind you at a traffic signal, will honk or turn their bright 
lights on you, while the light is still red. 


* While making an unprotected left turn, the vehicle behind you will honk 


for you to go, "before opposing traffic has cleared." This is a 
deliberate attempt to involve you in an accident. 
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Residential: 


* If you live in an apartment, one or more of your neighbors will usually 
always be playing loud music, even when they leave. Banging on the 
walls, the ceiling above you if you live below someone, slamming doors 
and making whatever kind of noise they can get away with. 


* 


Neighbors in an adjacent building or home will have loud parties and 
calls to "noise abatement" will never bring a response, or the second 
time you call the noise will stop immediately. If the later occurs this 
is proof positive of an illegal wiretap. 


* A person in the room or apartment below you can deliberately set a 
mattress fire with a cigarette. (This is essentially a police 
bombing). 


* 


Shared washers and dryers will never be empty and you will always 
have to do your laundry away from home. 


* 


Street Services may block your vehicle in with signs or other obstacles, 
so that you will not be able to move your car or you will have to 
physically move the object such as a sign to get out. 


* The street may be torn up in front of your residence often using jack 
-hammers or other loud equipment. 


Workplace: 

* You may find several of your coworkers continuously coughing, 
sometimes sneezing, when they pass you or doing so in adjacent 
cubicles. UC Cops use coughing as a form of non-verbal communication 
and this is done as a form of intimidation. 


* There will be lots of loud noise at your location, such as doors and file 
cabinets being slammed, heavy items being dropped, etc. 


* Someone with a particularly annoying habit or habits will be invited by 
management to share your cubicle, while you are in it. 


* The toilet you normally use will always be getting clogged, or the seat 
smeared with feces. 


* The handle or handles of the sinks you normally use will be forcefully 
broken off. 
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* Strangers will show up at your work meetings, often wearing clothing 
items that are associated with under cover cops. 


Gym: 


* The equipment you normally use will continuously be under repair, 
disrupting your workout routine. 


* The shower stall you normally use will always be under repair or closed 
for cleaning. 


* The toilet you normally use will always be getting clogged, or the seat 
smeared with feces. 


* The handle or handles of the sinks you normally use will be forcefully 
broken off. 


* Someone may pull the shower curtain of your stall open to ask you a 
question, or to cause some other kind of disruption. 


Commute on Public Transportation: 


* The bus or train driver may accelerate or brake rapidly, when you're 
getting up or trying to sit down, so that you'll fall. 


* An approaching train may sound it's horn continuously when 
approaching you, instead of sounding it in bursts. 


* The light above you on a train may be the only one turned on in the 
entire car and this will happen after you sit down. 


* If your train car is equipped with hologram projectors, which display 
advertisements when going through tunnels, yours will be the only one 
turned on. (The LA Metro Red Line is so equipped). I have 
experienced this personally. 


* Other passengers on the bus or train will continuously make unpleasant 
noises or gestures associated with UC Cops, such as coughing and 
stroking the nose, or back of the head. 


* Keep in mind that modern trains are extremely well surveilled and the 


cameras can be used to keep track of a single person, not only in the 
train but on the platform as well. 
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****Harassment by police is criminal; but it's nothing new. What is new 
is that public employees "other than police" will obey the orders of a 
police officer to harass or participate in harassing a citizen. A "mild" 
example of this is municipal grounds-keepers deliberately turning ona 
sprinkler to soak someone laying down on a park bench. Most 
"examples," as described above, are far more aggressive. This is not 
only unimaginable, it is intolerable! 


Appointments and Reservations: 


* People will show up and harass you, when you have a set appointment, 
which has usually been made over the phone or the Internet. This is 
proof positive of an illegal wiretap. They will usually come to your 
doctor's office or other appointments, often are there before you and 
appear to be carrying on "no business." They will often if not "always" 
get up to leave exactly at the same time you do, which is a form of 
"mimicking." 


* Miscellaneous: 


* Photography Police have been known to photograph targets with 
"empty cameras," just for the intimidation effect. 


* Infiltration and Swarming: 


Wherever you work their people will apply for jobs in your department, 
they will join your gym, they will move into the vacant apartments in your 
building, they will also join your recreational organizations and activities 
and will carry on their harassment actions in every compartment of your 
life. 


This ts the "FBI's" calling card! 
* Street Theater. 


A single individual, or groups consisting or several dozen may be enlisted 
to put on a drama, referred to as "street theater" designed to put 
pressure on a target, with the purpose of trying to extract information or 
to deceive and disrupt the target's sense of reality, and to get the target 
to respond to or remember what are essentially "manufactured" events. 
Such tactics, can be used not only to torture, but also to frame an 
individual in any number of ways, and are ultimately a criminal acts and 
conspiracies. 
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This can be done "repeatedly," throughout the life of the target, so that 
the target is "conditioned" to recall what are essentially "false-memories," 
which when recalled, to another party, will make the target seem like a 
criminal or insane. Police, Firefighters and potentially anyone a person 
comes into contact with can and have been recruited to carry this out. 
This is absolutely torture, just not overt or custodial, in fact the correct 
description of it would be covert and non-custodial torture, which is no 
less criminal, just highly, if not completely, deniable. 


When what is "supposed" to be a "law enforcement" agency 
stoops to this behavior, it basically means that they have 
"nothing" on the target, but want to get "anything" they can, even 
if they have to "create" it. 


IV-THE ROLE OF COMMUNITY POLICING GROUPS: 


**It is the opinion of the author based on real life experience and a 
tremendous amount of empirical evidence that the majority of the 
civilians involved in these harassment pogroms belong to the following 
groups and those like them nationwide if not internationally: 


http: //www.sanantonio.gov/sapd/COP.as 


POLICE - Cellular on Patrol (COP) 


Since its beginnings in 1993, the COP Program has trained "more" than 
6,700 San Antonio residents in how to work together with their neighbors, 
with police and with other city agencies to prevent crime and decrease the 
fear of crime in their neighborhoods. Starting in 2000, the COP Program 
expanded to include new and exciting opportunities and activities, such as 
"MAP PATROLS." 


THE COP TRAINING PROGRAM The purpose of the COP Program is 
to prepare neighborhood residents to be the "eyes and ears" of 
the police and to promote closer cooperation between residents 
and the city agencies that exist to serve them. The training 
program, presented at the SAPD substations, consists of 8 hours 
of classroom training and the opportunity for up to 8 hours of 
ride-along with a district patrol officer. 


V-COPS (Veterans' Civilian Observation Patrol) In New York, a 


police officer came up with the idea of using homeless war veterans to 
patrol the streets of certain rough areas. 
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I can tell you for a fact that the SAPD is using homeless veterans for this 
purpose in San Antonio. You can often see them wearing "yellow or 
orange safety vests" and selling newspapers in the street. 


Want more proof? Here it is! On the right is an SAPD Cop acting as a 
bodyguard for his spy on the left, holding the newspaper. These "stills" 
were both printed from the same "movie file," only moments apart. I 
suspect that this is in retaliation for my photographing a couple of their 
other pedestrian spies, who were actively engaged in targeting me, which 
I had every right to do from both a legal and a self defense standpoint. 
BTW, they staged about a half dozen cops and firefighters at the 
intersection of "Bandera Road & Loop 1604," outside of Jim's restaurant, 
where I had breakfast this morning, after I arrived. I'll bet they didn't 
think I had the "ovaries" to take these shots, but I did and I still do! 
"Savage reprisals,” as we stated earlier boys and girls! Need I say 
more? 


Illustration 14: Original Create Illustration 15: Original Create Time: 
Time: Thur 20 May 2010 12:33:10 Thu 20 May 2010 12:33:13 PM CDT 
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Also "Code Enforcement" in San 
Antonio is training school-aged children 
to report code violations to the 
authorities. Additionally, the "C.O.P." 
mentioned in the previous 
paragraphs, can in many cities, be 
seen not only traveling with their 
minor children while performing 
surveillance and sometimes 
"harassment" operations, but also 
"training" them for this as well. In 
my opinion it is "child abuse" to train 
or to use anyone under the age of 18 for 
espionage missions, just as it was child 
abuse for the "white supremacists" of 
the 20th century to train their children 
to "lynch" blacks in the South and to : À AAT S 
permit their attendance at these ENNET | k ` SEL 
lynchings. In any event, if a child is to wi. 18 a 
"tell" anyone, it should be a "parent" and no-one else. It should be the 
decision of the "adult" whether or not to report the code violation. 


**Even the FBI has gotten its greasy fingers into the Community Policing 
game. That's not surprising considering that Community Oriented Policing 
Services, "C.O.P.S.," is a Department of Justice, read "FBI," program 
signed into law by then President of the United States "William Jefferson 
Clinton" in 1994. See the following link: 


Www.cops.usdoj.gov 
Below is a brief excerpt from their website: 


COPS is the office of the U.S. Department of Justice that advances the 
practice of community policing in America's state, local and tribal law 
enforcement agencies. 


Community policing is a philosophy that promotes organizational 
strategies, which support the systematic use of partnerships and problem- 
solving techniques, to proactively address the immediate conditions that 
give rise to public safety issues such as crime, social disorder, and fear of 
crime. 
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Community Policing is comprised of three key components: 


* Community Partnerships 


Collaborative partnerships between the law enforcement agency and 
the individuals and organizations they serve to develop solutions to 


problems and increase trust in police. 


* Other Government Agencies, read "FBI, CIA, NSA, BATFE" 


* Community Members/Groups 
* Nonprofits/Service Providers 
* Private Businesses 

* Media 


* Organizational Transformation 


The alignment of organizational management, structure, personnel, 
and information systems to support community partnerships and 


proactive problem solving. 
Agency Management 

* Climate and culture 

* Leadership 

* Labor relations 

* Decision-making 

* Strategic planning 

* Policies 

* Organizational evaluations 

* Transparency 


* Organizational Structure 
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Geographic assignment of officers 
* De-specialization 
* Resources and finances 
Personnel 
* Recruitment, hiring, and selection 
* Personnel supervision/evaluations 
* Training 
Information Systems (Technology) 
* Communication/access to data 
* Quality and accuracy of data 
* Problem Solving 
The process of engaging in the proactive and systematic examination 
of identified problems to develop and rigorously evaluate effective 
responses. 
* Scanning: Identifying and prioritizing problems 
* Analysis: Researching what is known about the problem 


* Response: Developing solutions to bring about lasting reductions 
in the number and extent of problems 


* Assessment: Evaluating the success of the responses 


* Using the crime triangle to focus on immediate conditions 
(victim/offender/location) 


*****TO learn more about Community Policing, please refer to our 
Community Policing Defined publication.***** 


http: //www.cops.usdoj.gqov/RIC/ResourceDetail.aspx?RID=513 
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****The FBI also has a "Citizens' Police Academy" that recruits 
"all" Business, Religious, and Community leaders, so that it has, 
"in fact," a complete apparatus for "targeting" individuals, so that 
no compartment of a targeted individuals life can escape 
destruction, by this barbaric and criminal extra-judicial means. 
See the following link: 


http: //www.fbi.gov/about- 
us/partnerships and outreach/community outreach/citizens academies 


Below is a brief excerpt from their website: 

Want to find out first hand how the FBI works? Hear how the Bureau 
tracks down spies and terrorists? Learn how to collect and preserve 
evidence? See what it is like to fire a weapon and put yourself in the 
shoes of a Special Agent making a split-second, life-or-death decision? 
If you are a leader in your community, you just might be able to do that 
and more-through an FBI Citizens' Academy, open for business in all 56 of 
our field offices. 

Who attends? Business, civic, and religious leaders, each nominated by a 
Bureau employee or a previous Academy graduate. You must be at least 
21 years old (with no prior felony convictions) and must live and work in 
the area covered by the field office sponsoring the academy. 


Who teaches? Special Agents in Charge of that field office, their senior 
managers and senior agent experts. 


For how long? Classes generally meet 10 times (eight on weeknights and 
two on Saturday) for three hours each session. Each session has around 
20-30 students. 
The curriculum? Fascinating! 

* Practical problems involving evidence collection and preservation. 

* FBI jurisdiction and congressional oversight. 

* Structure and operation of FBI field offices and satellite agencies. 


* Fingerprint, forensic, technology, training, and other services 


* Policies and issues: ethics, discipline, communications, drug 
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enforcement, civil rights, and future criminal trends. 
* Firearms training. 
To find out more about Citizens' Academies, contact your local field office. 
For more information: 
* FBI Citizens' Academies: An Eye-Opening Experience 


COINTELPRO is alive and well and still being run by the FBI, just 
like "back-in-the day." Only now the FBI has the "entire" 
Community Policing apparatus with which to carry it out. God 
help us all! 


For those of you unfamiliar with what COINTELPRO was, "and still is," the 
following passages should leave no doubt in your minds about the 
unimaginable evil this program represents: 


http: //www.answers.com/topic/cointelpro 
"COINTELPRO" 


(for Counter Intelligence Program) was a set of programs commenced by 
the United States Federal Bureau of Investigation (FBI) in 1956 and 
"officially" terminated in 1971. COINTELPRO included programs variously 
named "Espionage COINTELPRO;" "New Left COINTELPRO;" "Disruption of 
White Hate Groups (targeting the Ku Klux Klan);" "Communist Party USA 
COINTELPRO;" "Black Extremists COINTELPRO;" and the "Socialist 
Workers' Party Disruption Program." 


Although these were "counterintelligence" programs by name, the FBI did 
not consider most of these groups to be engaged in intelligence activities 
(e.g., spying for the Soviet Union). Rather, it deemed their political 
activities dangerous, and assumed that various court decisions had made 
it impossible to control them by non-secret, legal means (e.g., arrests for 
illegal acts). COINTELPRO began by targeting the Communist Party, but 
quickly expanded to include other groups. The FBI's "black extremist" 
category included not only the Black Panthers but the Southern Christian 
Leadership Conference and its president, Martin Luther King, Jr., the 
Student Nonviolent Coordinating Committee, and other civil rights groups 
of the 1950s and 1960s. COINTELPRO also targeted groups opposed to 
the Vietnam War. 
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COINTELPRO remained secret until a large number of documents were 
stolen from the FBI office in the town of Media, Pennsylvania, in 1971. 
Lawsuits brought by political groups who believed that they were being 
observed and disrupted by the FBI soon produced other COINTELPRO 
related documents. In 1975, a Senate committee, "the Select Committee 
to Study Governmental Relations with Respect to Intelligence Activities," 
better known as the "Church Committee," after its chair Senator Frank 
Church (D, Idaho), was appointed to investigate COINTELPRO and other 
domestic espionage and disruption programs conducted by the FBI, the 
Central Intelligence Agency, the National Security Agency, Army 
intelligence, and the Internal Revenue Service. 


The Church Committee concluded in 1976 that "the domestic activities of 
the intelligence community at times violated specific statutory prohibitions 
and infringed the constitutional rights of American citizens," and stated 
that the FBI had gathered information by illegal means, disseminated that 
information illegally, and otherwise violated the law in its efforts to disrupt 
political activities that it considered subversive. The committee's report 
stated that "the abusive techniques used by the FBI in COINTELPRO from 
1956 to 1971 included violations of both federal and state statutes 
prohibiting mail fraud, wire fraud, incitement to violence, sending obscene 
material through the mail, and extortion. More fundamentally, the 
harassment of innocent citizens engaged in lawful forms of political 
expression did serious injury to the First Amendment guarantee of 
freedom of speech and the right of the people to assemble peaceably and 
to petition the government for redress of grievances." 


Disruption techniques used by the FBI during COINTELPRO, according to 
the findings of the Church Committee, included burglaries; illegal opening 
and photographing of first-class mail; planting of forged documents to 
make it appear that individuals were government informants; anonymous 
letters to spouses, designed to break up marriages; secretly 
communicating with employers in order to get individuals fired; planting 
of news articles and editorials (covertly authored by FBI agents) in U.S. 
magazines and newspapers; anonymous letters containing false 
statements designed to encourage violence between street gangs and the 
Black Panthers; anonymous letters denouncing Catholic priests who 
allowed their churches to be used for Black Panther breakfasts sent to 
their bishops; requests for selective tax audits; encouragement of violent 
tactics by paid FBI informants posing as members of antiwar groups in 
order to discredit those groups; and others. 
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Further Reading: 

"Final Report of the Select Committee to Study Governmental Operations 
with Respect to Intelligence Activities." United States Senate. April 26, 
1976. 


http://www.derechos.net/paulwolf/cointelpro 


(March 18, 2003). 
LARRY GILMAN 


Between 1956 and 1971, the Federal Bureau of Investigation (FBI) 
conducted a campaign of domestic counterintelligence. "The agency's 
Domestic Intelligence Division did more than simply spy on U.S. citizens 
and their organizations; its ultimate goal was to ‘disrupt, discredit, and 
destroy' certain political groups." The division's operations were formally 
known within the bureau as COINTELPRO (the Counterintelligence 
Program). The brainchild of former FBI director J. Edgar Hoover, the first 
COINTELPRO campaign targeted the U.S. Communist party in the mid- 
1950s. More organizations came under attack in the 1960s. "FBI agents 
worked to subvert civil rights groups, radical organizations, and white 
supremacists." COINTELPRO existed primarily because of Director 
Hoover's extreme politics and ended only when he feared its exposure by 
his critics. A public uproar followed revelations in the news media in the 
early 1970s, and congressional hearings criticized COINTELPRO 
Campaigns in 1976. 


In 1956 Hoover interpreted a recent federal law, the Communist Control 
Act of 1954 (50 U.S.C.A. § 841), as providing the general authority for a 
covert campaign against the U.S. Communist party. Officially, the law 
stripped the party of "the rights, privileges, and immunities attendant 
upon legal bodies created under the jurisdiction of the laws of the United 
States." Hoover saw the party as a peril to national security and ordered a 
large-scale effort to infiltrate and destabilize it. 


Employing classic espionage techniques, FBI agents joined the party and 
recruited informants. They spread dissension at party meetings by raising 
embarrassing questions about the recent Soviet invasion of Hungary, for 
instance, or about Soviet premier Nikita Khrushchev's denunciation of the 
Soviet leader Joseph Stalin, who had been a hero to U.S. Communists. 
Agents also engaged in "whispering campaigns" identifying party 
members to employers and neighbors. The FBI intensified its harassment 
by enlisting the Internal Revenue Service (IRS) to conduct selective tax 
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audits of party members. And it spread rumors within the party itself, 
employing a practice known as "snitch jacketing,"” that painted loyal 
members as FBI informants. In all, the government executed 1,388 
separate documented efforts, and they worked: whereas party 
membership was an estimated twenty-two thousand in the early 1950s, it 
fell to some three thousand by the end of 1957. 


After his initial success, Hoover did not rest. From the late 1950s through 
the end of the 1960s, he unleashed his agents against a wide range of 
political groups. Some were civil rights organizations, such as the National 
Association for the Advancement of Colored People (NAACP) and the 
Southern Christian Leadership Conference (SCLC). Others were radical, 
such as the Black Panther party, the American Indian Movement, and the 
Socialist Workers party. Yet another target was the nation's oldest white 
hate group, the Ku Klux Klan, "although Hoover was less enthusiastic 
about pursuing it and did so chiefly because of political pressure resulting 
from the Klan's highly publicized murders of civil rights workers." In 
internal FBI memorandums, Hoover's motive for these operations is given 
as the need to stamp out Communism and subversion, but the historical 
record reveals a muddier picture. What turned Hoover's attention to the 
NAACP, for example, was the organization's criticism of FBI hiring 
practices for excluding minorities. 


In their scope and tactics, these FBI operations occasionally went much 
further than the original anti-Communist COINTELPRO effort. They 
involved at least twenty documented burglaries of the offices of the SCLC, 
an organization headed by Martin Luther King, Jr. ""Hoover detested King, 
whom he called "one of the most reprehensible ... individuals on the 
American scene today," and urged his agents to use "imaginative and 
aggressive tactics" against King and the SCLC."" To this end, agents 
bugged King's hotel rooms; tape-recorded his infidelities; and mailed a 
recording, along with a note urging King to commit suicide, to the civil 
rights leader's wife. The COINTELPRO operation against the radical Black 
Panther party, which Hoover considered a black nationalist hate group, 
tried to pit the party's leaders against each other while also fomenting 
violence between the Panthers and an urban gang. In at least one 
instance, FBI activities did lead to violence. "In 1969, an FBI 
informant's tip culminated in a police raid that killed Illinois 
Panther chairman Fred Hampton and others;" more than a decade 
later, the federal government agreed to pay restitution to the victims’ 
survivors, and a federal judge sanctioned the bureau for covering up the 
facts in the case. 
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Political changes in the early 1970s weakened Hoover's position. Critics in 
the media and Congress began to question Hoover's methods, and the 
newly created Freedom of Information Act (FOIA), 5 U.S.C.A. § 552, 
promised to pierce the veil of secrecy that had always protected him. In 
1971, a break-in at an FBI field office in Pennsylvania yielded secret 
documents that were ultimately published. Fearing greater exposure of 
FBI counterintelligence programs, Hoover formally canceled them on April 
28, 1971. Some small-scale operations continued, but the days when 
agents had carte blanche to carry out the director's will were over. 


Hoover died May 2, 1972, at the age of seventy-seven. His death was 
followed by the realization of his greatest fear. In 1973 and 1974, NBC 
reporter Carl Stern gained access to COINTELPRO documents through an 
FOIA claim. More revelations followed, producing a public outcry and 
leading to an internal investigation by Attorney General William B. Saxbe. 
The U.S. Congress was next: in 1975 and 1976, hearings of the House 
and Senate Select Committees on Intelligence further probed 
COINTELPRO. Even as Hoover's legacy was laid bare, supporters tried to 
keep the cover on: House lawmakers kept their committee's report secret. 
The Senate did not; its report, released on April 28, 1976, denounced a 
“pattern of reckless disregard of activities that threatened our 
constitutional system." 


Along with revealing other instances of FBI illegalities under Hoover, the 
investigation of his activities set in motion a process of reform. Congress 
ultimately limited the term of the director of the FBI to ten years, to be 
served at the pleasure of the president, a safeguard designed to ensure 
that no single individual could again run the bureau indefinitely and 
without check. Details about COINTELPRO continue to be made public 
through government documents. 


COINTELPRO was a series of covert, and often illegal, projects conducted 
by the Federal Bureau of Investigation (FBI) aimed at surveilling, 
infiltrating, discrediting, and disrupting domestic political organizations. 


"COINTELPRO tactics included discrediting targets through 
psychological warfare such as planting false reports in the media, 
smearing through forged letters, harassment, wrongful 
imprisonment, and extralegal violence and assassination, (read 
terrorism)." Covert operations under COINTELPRO took place between 
1956 and 1971; “however the FBI has used covert operations 
against domestic political groups since its inception."[2]| The FBI's 
stated motivation at the time was "protecting national security, preventing 
violence, and maintaining the existing social and political order."[3] 
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FBI records show that 85% of COINTELPRO resources targeted groups 
and individuals that the FBI deemed "subversive,"[4] including communist 
and socialist organizations; organizations and individuals associated with 
the civil rights movement, including Dr. Martin Luther King, Jr. and others 
associated with the Southern Christian Leadership Conference, the 
National Association for the Advancement of Colored People, and the 
Congress of Racial Equality and other civil rights organizations; black 
nationalist groups; the American Indian Movement; a broad range of 
organizations labeled "New Left", including Students for a Democratic 
Society and the Weathermen; almost all groups protesting the Vietnam 
War, as well as individual student demonstrators with no group affiliation; 
the National Lawyers Guild; organizations and individuals associated with 
the women's rights movement; nationalist groups such as those "seeking 
independence for Puerto Rico;" and additional notable Americans, such as 
Dr. Albert Einstein. The remaining 15% of COINTELPRO resources were 
expended to marginalize and subvert "white hate groups," including the 
Ku Klux Klan and National States’ Rights Party.[5] 


FBI Director J. Edgar Hoover issued directives governing COINTELPRO, 
ordering FBI agents to "expose, disrupt, misdirect, discredit, or otherwise 
neutralize" the activities of these movements and their leaders.[6][7] 
Contents: 
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History: 


COINTELPRO began in 1956 and was designed to "increase factionalism, 
cause disruption and win defections" inside the Communist Party U.S.A. 
(CPUSA). However, the program was soon enlarged to include disruption 
of the Socialist Workers Party (1961), the Ku Klux Klan (1964), the Nation 
of Islam, the Black Panther Party (1967), and the entire New Left 
social/political movement, which included antiwar, community, and 
religious groups (1968). A later investigation by the Senate's Church 
Committee (see below) stated that "COINTELPRO began in 1956, in part 
because of frustration with Supreme Court rulings limiting the 
Government's power to proceed overtly against dissident groups..."[8] 
Congress and several court cases[9] later concluded that the COINTELPRO 
operations against communist and socialist groups exceeded statutory 
limits on FBI activity and violated constitutional guarantees of freedom of 
speech and association. 


Program exposed: 


The program was successfully kept secret until 1971, when a group of 
left-wing radicals calling themselves the Citizens' Commission to 
Investigate the FBI burglarized an FBI field office in Media, Pennsylvania, 
and took and exposed several dossiers by passing the information to news 
agencies. "Many news organizations initially refused to publish the 
information." Within the year, Director Hoover declared that the 
centralized COINTELPRO was over, and that "all future 
counterintelligence operations would be handled on a case-by- 
case basis."[10] Read "not over.” 
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Further documents were revealed in the course of separate lawsuits filed 
against the FBI by NBC correspondent Carl Stern, the Socialist Workers 
Party, and a number of other groups. A major investigation was launched 
in 1976 by the Select Committee to Study Governmental Operations with 
Respect to Intelligence Activities of the United States Senate, commonly 
referred to as the "Church Committee" for its chairman, Senator Frank 
Church of Idaho. However, "millions of pages of documents remain 
unreleased, and many released documents have been partly, or 
entirely, redacted." 


In the Final Report of the Select Committee, COINTELPRO was castigated 
in no uncertain terms: 


Many of the techniques used would be intolerable in a democratic 
society even if all of the targets had been involved in violent 
activity, but COINTELPRO went far beyond that...the Bureau 
conducted a sophisticated "vigilante" operation aimed squarely at 
preventing the exercise of First Amendment rights of speech and 
association, on the theory that preventing the growth of 
dangerous groups and the propagation of "dangerous ideas," read 
"thought-police," would protect the national security and deter 
violence. [8] 


"The Church Committee documented a history of FBI directors 
using the agency for purposes of political repression as far back 
as World War I, through the 1920s," when they were charged with 
rounding up "anarchists and revolutionaries" for deportation, and then 
building from 1936 through 1976. 


Range of targets: 


In an interview with the BBC's Andrew Marr, MIT professor of linguistics 
and political activist Noam Chomsky spoke about the purpose and the 
targets of COINTELPRO saying, "COINTELPRO was a program of 
subversion carried out not by a couple of petty crooks but by the 
national political police, the FBI, under four administrations...by 
the time it got through, I won't run through the whole story, it 
was aimed at the entire new left, at the women's movement, at 
the whole black movement, it was extremely broad. Its actions 
went as far as political assassination." [11] 


According to the Church Committee: 


While the declared purposes of these programs were to protect the 
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"national security" or prevent violence, Bureau witnesses admit that many 
of the targets were nonviolent and most had no connections with a foreign 
power. Indeed, nonviolent organizations and individuals were targeted 
because the Bureau believed they represented a "potential" for violence 
and nonviolent citizens who were against the war in Vietnam were 
targeted because they gave "aid and comfort" to violent demonstrators by 
lending respectability to their cause. 


"The imprecision of the targeting is demonstrated by the inability of the 
Bureau to define the subjects of the programs." The Black Nationalist 
program, according to its supervisor, included "a great number of 
organizations that you might not today characterize as black nationalist 
but which were in fact primarily black." Thus, the nonviolent Southern 
Christian Leadership Conference was labeled as a Black Nationalist "Hate 
Group." 


Furthermore, the actual targets were chosen from a far broader group 
than the titles of the programs would imply. The CPUSA program targeted 
not only Communist Party members but also sponsors of the National 
Committee to Abolish the House un-American Activities Committee and 
civil rights leaders allegedly under Communist influence or deemed to be 
not sufficiently "anti-Communist". The Socialist Workers Party program 
included non-SWP sponsors of anti-war demonstrations which were 
cosponsored by the SWP or the Young Socialist Alliance, its youth group. 
The Black Nationalist program targeted a range of organizations from the 
Panthers to SNCC to the peaceful Southern Christian Leadership 
Conference, and included "every" Black Student Union and many other 
black student groups. New Left targets ranged from the SDS to the Inter- 
University Committee for Debate on Foreign Policy, from Antioch College 
("vanguard of the New Left") to the New Mexico Free University and other 
"alternative" schools, and from underground newspapers to students’ 
protesting university censorship of a student publication by carrying signs 
with four-letter words on them. 


Examples of surveillance, spanning all Presidents from FDR to Nixon, both 
legal and illegal, contained in the Church Committee report:[12] 


* President Roosevelt asked the FBI to put in its files the names of 
citizens sending telegrams to the White House opposing his "national 
defense" policy and supporting Col. Charles Lindbergh. 


* President Truman received inside information on a former Roosevelt 


aide's efforts to influence his appointments, labor union negotiating 
plans, and the publishing plans of journalists. 
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* President Eisenhower received reports on "purely" political and social 
contacts with foreign officials by Bernard Baruch, Mrs. Eleanor 
Roosevelt, and Supreme Court Justice William O. Douglas. 


* The Kennedy administration had the FBI wiretap a congressional staff 
member, three executive officials, a lobbyist, and a Washington law 
firm. US Attorney General Robert F. Kennedy received the fruits of an 
FBI "tap" on Martin Luther King, Jr. and a "bug" on a Congressman, 
both of which yielded information of a political nature. 


* President Johnson asked the FBI to conduct "name checks" of his 
critics and members of the staff of his 1964 opponent, Senator Barry 
Goldwater. He also requested purely political intelligence on his critics 
in the Senate, and received extensive intelligence reports on political 
activity at the 1964 Democratic Convention from FBI electronic 
surveillance. 


* President Nixon authorized a program of wiretaps which produced for 
the White House purely political or personal information unrelated to 
national security, including information about a Supreme Court 
justice. 


The COINTELPRO documents disclose numerous cases of the FBI's 
intentions to stop the mass protest against the Vietnam War. Many 
techniques were used to accomplish the assignment. "These included 
promoting splits among antiwar forces, encouraging red-baiting of 
socialists, and pushing violent confrontations as an alternative to massive, 
peaceful demonstrations." One 1966 COINTELPRO operation attempted to 
redirect the Socialist Workers Party from their pledge of support for the 
antiwar movement.[13] 


The FBI claims that it no longer undertakes COINTELPRO or COINTELPRO- 
like operations. However, critics claim that agency programs in the spirit 
of COINTELPRO targeted groups such as the Committee in Solidarity with 
the People of El Salvador,[14] the American Indian Movement,[2][15] 
Earth First![16], the White Separatist Movement[17], and the Anti- 
Globalization Movement.[citation needed] 


Methods: 
"Fred Hampton," national spokesman for the Black Panther Party, was 


assassinated by members of the Chicago Police Department, as part of an 
FBI COINTELPRO operation. 
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According to attorney Brian Glick in his book "War at Home," the FBI used 
four main methods during COINTELPRO: 


1. Infiltration: Agents and informers did not merely spy on political 
activists. Their main purpose was to "discredit and disrupt." Their 
very presence served to undermine trust and scare off potential 
supporters. The "FBI and police" exploited this fear to smear 
genuine activists as agents. 


2. Psychological Warfare From the Outside: The FBI and police used a 
myriad of other "dirty tricks" to undermine progressive movements. 
They planted "false" media stories and published "bogus" leaflets and 
other publications in the name of targeted groups. They forged 
correspondence, sent anonymous letters, and made anonymous 
telephone calls. They spread misinformation about meetings and 
events, set up pseudo movement groups run by government agents, 
and manipulated or strong-armed parents, employers, landlords, 
school officials and others to cause trouble for activists. 


3. Harassment Through the Legal System: "The FBI and police 
abused the legal system to harass dissidents and make them 
appear to be criminals." Officers of the law gave perjured 
testimony and presented fabricated evidence as a pretext for false 
arrests and wrongful imprisonment. They discriminatorily 
enforced tax laws and other government regulations and used 
conspicuous, read "punitive," surveillance, "investigative" 
interviews, and grand jury subpoenas in an effort to 
intimidate activists and silence their supporters. [18 | 


4. Extralegal Force and Violence: "The FBI conspired with local police 
departments to threaten dissidents; to conduct illegal break-ins in 
order to search dissident homes; and to commit vandalism, assaults, 
beatings and assassinations."[18][19][20] The object was to frighten, 
or eliminate, dissidents and disrupt their movements. 


The FBI "specifically" developed tactics intended to heighten tension and 
hostility between various factions in the black militancy movement, for 
example between the Black Panthers, the United Slaves and the 
Blackstone Rangers. "This resulted in numerous deaths, among 
which were the United Slave assassinations of San Diego Black 
Panther Party members Jim Huggins, Bunchy Carter and Sylvester 
Bell."[18] 
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The FBI also conspired with the police departments of many U.S. cities 
(San Diego, Los Angeles, San Francisco, Oakland, Philadelphia, Chicago) 
to encourage repeated raids on Black Panther homes, often with little or 
no evidence of violations of federal, state, or local laws, which resulted 
"directly" in the police killing of many members of the Black Panther Party, 
most notably the assassination of Chicago Black Panther Party Chairman 
Fred Hampton on December 4, 1969.[18][19][20] 


In order to eliminate black militant leaders whom they considered 
dangerous, the FBI conspired with local police departments to target 
specific individuals,[21] accuse them of crimes they did not commit, 
suppress exculpatory evidence and falsely incarcerate them. "One Black 
Panther Party leader, Elmer "Geronimo" Pratt, was incarcerated 
for 27 years" before a California Superior Court vacated his murder 
conviction, ultimately freeing him. Appearing before the court, an FBI 
agent testified that he believed Pratt had been framed because both the 
FBI and the Los Angeles Police Department knew he had been out of the 
area at the time the murder occurred. [22][23] 


The FBI conducted more than 200 "black bag jobs",[24][25] which were 
warrantless surreptitious entries, against the targeted groups and their 
members.[26] 


"In 1969 the FBI special agent in San Francisco wrote Hoover that 
his investigation of the Black Panther Party (BPP) revealed that in 
his city, at least, the Black nationalists were primarily feeding 
breakfast to children." Hoover fired back a memo implying the career 
ambitions of the agent were directly related to his supplying evidence to 
support Hoover's view that the BPP was "a violence-prone organization 
seeking to overthrow the Government by revolutionary means".[27] 


Hoover was willing to use false claims to attack his political enemies. In 
one memo he wrote: "Purpose of counterintelligence action is to disrupt 
the BPP and it is immaterial whether facts exist to substantiate the 
charge. "[28] 


In one particularly controversial 1965 incident, civil rights worker "Viola 
Liuzzo" was murdered by Ku Klux Klansmen who gave chase and fired 
shots into her car after noticing that her passenger was a young black 
man; one of the Klansmen was acknowledged FBI informant Gary Thomas 
Rowe.[29][30] Afterward COINTELPRO spread false rumors that Liuzzo 
was a member of the Communist Party and abandoned her children to 
have sexual relationships with African Americans involved in the civil 
rights movement.[31][32][33][34] "FBI informant Rowe has also 
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been implicated in some of the most violent crimes of the 1960s 
civil rights era, including attacks on the Freedom Riders and the 
1963 Birmingham, Alabama 16th Street Baptist Church 
bombing."[29] In another instance in San Diego "the FBI financed, 
armed, and controlled an extreme right-wing group of former Minutemen, 
transforming it into a group called the Secret Army Organization which 
targeted groups, activists, and leaders involved in the Anti-War Movement 
for both intimidation and violent acts. "[35][36][37][38] 


Hoover ordered preemptive action "to pinpoint potential troublemakers 
and neutralize them before they exercise their potential for violence."[6] 
[39] 


Illegal surveillance: 
The final report of the Church Committee concluded: 


"Too many people have been spied upon by too many Government 
agencies and too much information has been collected." "The 
Government has often undertaken the secret surveillance of 
citizens on the basis of their political beliefs, even when those 
beliefs posed no threat of violence or illegal acts on behalf of a 
hostile foreign power." The Government, operating primarily through 
secret informants, but also using other intrusive techniques such as 
wiretaps, microphone "bugs", surreptitious mail opening, and break-ins, 
has swept in vast amounts of information about the personal lives, views, 
and associations of American citizens. Investigations of groups deemed 
potentially dangerous and even of groups suspected of associating with 
potentially dangerous organizations have continued for decades, despite 
the fact that those groups did not engage in unlawful activity. 


Groups and individuals have been harassed and disrupted because of their 
political views and their lifestyles. Investigations have been based upon 
vague standards whose breadth made excessive collection inevitable. 
Unsavory and vicious tactics have been employed including anonymous 
attempts to break up marriages, disrupt meetings, ostracize persons from 
their professions, and provoke target groups into rivalries that might 
result in deaths. Intelligence agencies have served the political and 
personal objectives of presidents and other high officials. While the 
agencies often committed excesses in response to pressure from high 
officials in the Executive branch and Congress, they also occasionally 
initiated improper activities and then concealed them from officials whom 
they had a duty to inform. 
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Governmental officials including those whose principal duty is to enforce 
the law have violated or ignored the law over long periods of time and 
have advocated and defended their right to break the law. 


The Constitutional system of checks and balances has "not" 
adequately controlled intelligence activities. Until recently the 
Executive branch has neither delineated the scope of permissible 
activities nor established procedures for supervising intelligence 
agencies. Congress has failed to exercise sufficient oversight, 
seldom questioning the use to which its appropriations were being 
put. Most domestic intelligence issues have not reached the 
courts, and in those cases when they have reached the courts, the 
judiciary has been reluctant to grapple with them. ([40][41] 


*** *COINTELPRO tactics continue: 


While COINTELPRO was Officially terminated in April 1971, 
continuing FBI actions indicate that post-COINTELPRO reforms did 
not succeed in ending COINTELPRO tactics. [42 ]|[43] [44] 
Documents released under the FOIA show that the FBI tracked the 
late Pulitzer Prize-winning journalist and author David Halberstam 
for more than two decades. |[45] 


"Counterterrorism" guidelines implemented during the Reagan 
administration have been described as allowing a return to COINTELPRO 
tactics.[46] Some radical groups accuse factional opponents of being FBI 
informants or assume the FBI is infiltrating the movement. [47] 


The FBI improperly opened investigations of American activist groups, 
even though they were planning nothing more than peaceful civil 
disobedience, according to a report by the inspector general (IG) of the 
U.S. Department of Justice. The review by the inspector general was 
launched in response to complaints by civil liberties groups and members 
of Congress. The FBI improperly monitored groups including the Thomas 
Merton Center, a Pittsburgh-based peace group, People for the Ethical 
Treatment of Animals (PETA), and Greenpeace USA, an environmental 
activism organization. Also, activists affiliated with Greenpeace were 
improperly put on a terrorist watch list, even though they were planning 
no violence or illegal activities. The IG report found the "troubling" 
FBI practices between 2001 and 2006. In some cases, the FBI 
conducted investigations of people affiliated with activist groups for 
"factually weak" reasons. Also, the FBI extended investigations of some of 
the groups "without adequate basis" and improperly kept information 
about activist groups in its files. The IG report also found that FBI Director 
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Robert Mueller III provided inaccurate congressional testimony about 
one of the investigations, but this inaccuracy may have been due to his 
relying on what FBI officials told him.[48] 


Several authors have accused the FBI of continuing to deploy 
COINTELPRO-like tactics against radical groups after the official 
COINTELPRO operations were ended. Several authors have suggested the 
American Indian Movement (AIM) has been a target of such operations. 


A few authors go further and allege that the federal government intended 
to acquire uranium deposits on the Lakota tribe's reservation land, and 
that this motivated a larger government conspiracy against AIM activists 
on the Pine Ridge reservation.[2][15][49][50][51] Others believe 


COINTELPRO continues and similar actions are being taken against activist 
groups.[51][52][53] 


Caroline Woidat argued that with respect to Native Americans, 
COINTELPRO should be understood within a historical context in which 
"Native Americans have been viewed and have viewed the world 
themselves through the lens of conspiracy theory."[54] 
Other authors note that while some conspiracy theories related to 
COINTELPRO are unfounded, the issue of ongoing government 
surveillance and repression is nonetheless "real."[55]|[56] 
See also: 

* Agent provocateur 

* H. Rap Brown, targeted by COINTELPRO 

* Category: COINTELPRO targets 

* Citizens' Commission to Investigate the FBI 

* The COINTELPRO Papers 

* William Mark Felt, also Known as Deep Throat served as chief 

inspector of COINTELPRO field operations 
* Franklin, H. Bruce, targeted by COINTELPRO 


* Hampton, Fred, targeted by COINTELPRO 
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* Viola Liuzzo, murdered by a shot from a car used by four Ku Klux 
Klansmen, one of whom was a COINTELPRO informant 


* NSA call database 

* NSA warrantless surveillance controversy 
* Operation Mockingbird 

* Police brutality 


* Red squad - Police intelligence/anti-dissident units, later operated 
under COINTELPRO 


* Starsky, Morris, early target of COINTELPRO 
* Security culture 

* State Terrorism 

* Surveillance 

* THERMCON 


* Weathermen 


**T strongly suspect that "all" participating individuals, at every level, are 
"given training" in what the police have called since the 1960's "non- 
violent harassment." As a matter of fact the Canadian organization 
"CitoyenNEs OpposéEs a la Brutalité Policière" (Citizens Opposed to 
Police Brutality) has documented that this "is" the case with similar 
groups. My opinion is that if the victims kill themselves, then this 
"harassment" is very violent indeed. FYI, "cyber-bullying" that results in 
the death of a child "is prosecuted as a crime." "The egg-shell 
plaintiff" is NOT a defense against murder! What I have been 
describing so far is similar, just on a much more massive scale. Why is 
this "not a crime” when perpetrated against adults and when it follows 
them for the rest of their lives? 


Also, I would not be a bit surprised if those engaging in the cyber-bullying 


of school-aged children are the privileged offspring of these "vigilantes." 
If so, then these individuals are indeed "baby killers." 
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Also, in addition to whatever crimes these individuals observe and report, 
they are also "given" targets by the police and the FBI. This makes their 
terrorist actions, despite any claims to the contrary, "police actions," 
and are "actionable and compensable as such." "Their terrorist 
actions are obviously criminal, but specifically so, because they 
are premeditated and intended to cause harm." Additionally, since 
these individuals are part of the police "intelligence apparatus," it is highly 
likely that target selection is often made by the "chief himself," since 
this has been the case historically, i.e. "Frank Rizzo," Philadelphia PD. 


Throughout American history undercover police and those acting as their 
"eyes and ears" have never limited themselves to passive data 
collection. They have always engaged in "dirty tricks" and the 
neutralizing of individual and organizational targets and this dates back at 
least to the time of "reconstruction" in the post civil war era. 


These people are every bit as brutal as the SA Stormtroopers of the 
1930's, but are actually more destructive, since everything they do is in 
secret. They hide in the shadows and stalk their victims in the night. 
They are a completely "covert" force. No one may know their identity or 
their "true" number. This should NOT be the case, since this permits them 
complete freedom of action with "zero oversight and zero accountability." 
It is also very likely that they also engage in "pure intelligence work" 
and provide federal agencies with every kind of intelligence they desire. 


There has "always" been an intelligence sharing relationship between 
federal agencies and local police, even though this is in violation of 
separation of powers and the Interstate Commerce Clause of the US 
Constitution, which basically states that federal agencies only come in to 
play in criminal cases that either span or cross "state lines." Actually, it 
may be possible to determine who these people are under the Freedom of 
Information Act, but I suspect it will take a very expensive attorney anda 
federal civil suit to pry this information loose from the relevant agencies. 
Also, since the majority of the activity they surveil is non-criminal in 
nature, "Informer's Privilege" may not apply, "AER v. Chicago.” 
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****The goals of these "terrorist" harassment tactics is not to 
disrupt criminal behavior or even public disorder, but to disrupt 
“activities of daily living," such as going to work or to the gym and 
"life processes," such as eating and sleeping. This is essentially a 
slow execution and it leaves no traces of evidence. I can 
guarantee you that "every" police agency, that has a covert 
apparatus large enough to carry this out, uses these tactics on 
whoever they "choose" to target. While "every" city and town in 
the US has adopted this system, this will be carried on much more 
aggressive in the big cities. This includes Puerto Rico and the US 
Virgin Islands. 


V-VIGILANTISM: 


VIGILANTISM, VIGILANTE JUSTICE, AND SELF-HELP 
"We have met the enemy, and it is us" (Pogo) 


The word vigilante is of Spanish origin and means "watchman" or "guard" 
but its Latin root is vigil, which means "awake" or "observant." When it is 
said that someone is taking the law into their own hands, this usually 
means that they are engaging in vigilante activity, or vigilantism, although 
sometimes the phrase "taking the law into your own hands" is used to 
describe what some people call a "secret police" force. The phrase does 
not make for a good definition. Everyone seems to have an opinion about 
what vigilantism is, but few people have taken the trouble to define it 
(Johnston 1996). Worse yet, those of us who teach criminal justice and 
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criminology often warn about the dangers of vigilantism without really 
understanding or explaining why, and the field of criminal justice is way 
too silent on this topic, gladly substituting state-by-state comparisons on 
gun ownership and self-defense for real research on the nature and 
dynamics of vigilantism. 


In addition, the topic is highly politicized. For example, take the back and 
forth game played with legislation like the Disaster Recovery Personal 
Protection Act. This bill is intended to prohibit the confiscation of 
legally-possessed firearms during a disaster. Its origins relate to what 
happened in New Orleans during Hurricane Katrina when the Chief of 
Police ordered police and National Guard units to confiscate firearms from 
any citizens who remained in the area. Numerous people and groups 
made a lot of noise, most notably the National Rifle Association, and gun 
owners appeared to win with passage of the Act. However, the law 
specifically states that the temporary surrender of a firearm is required 
"as a condition for entry into any mode of transportation used for rescue 
or evacuation." Hence, it doesn't really prevent the confiscation of 
firearms, and in fact, drives a further divide between public service and 
private self-help. 


Detailed case studies about vigilantism can be baffling, so it's important to 
obtain some theoretical perspective on the topic. From a legal 
perspective, lawyers sometimes call it extra-judicial self-help, and this 
perspective may or may not (depending upon your point of view) lend 
itself to promising new approaches in the sociology of law (Black 1983). 


Philosophers, like French (2001), frequently equate it with vengeance, 
and tie it into some sort of definition that sounds like it came from a 
treatise on ethics; vigilantism being the righting of a criminal wrong by 
wrongful means. A recurring theme in philosophical treatises is that the 
sooner we recognize vengeance as an essential part of our inner human 
nature, the better. Sociologists are almost always silent on the topic, 
perhaps because the behavior is not mundane enough, as there seems to 
be an emerging convention in the last couple of decades where 
sociologists study the ordinary and criminologists study "rare events." 


Criminologists, like Zimring (2003), don't really study vigilantism per se. 
They only study it as a side issue whenever it seems convenient to tie in 
America's vigilante tradition to something else, like capital punishment. A 
review of the literature would indicate that there is a good deal of 
consensus on the fact that vigilantism and a vigilante tradition exist, but 
there also appears to be no adequate theoretical framework from which to 
analyze the phenomena in systematic fashion. 
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To be sure, the study of vigilantism involves some complexities. There are 
a vast number of controversial issues associated with vigilantism. To list 
some examples would include Good Samaritan laws, the Right to Resist 
Arrest, Self-Defense Doctrine, the Militia Clause of the Constitution, the 
Concealed Handgun Debate, Road Rage as a form of Vigilantism, and 
Digilantism (getting back at Internet deviants by "digital vigilantism"). 


On the Internet, there are vigilante groups who claim to be the "true" 
vigilantes getting back at the "false" vigilantes, and it can become quite 
confusing who is the real "vigilante." Not many of these complex issues 
will be discussed here, not because they are unimportant, but because 
new forms of vigilante behavior are constantly emerging, and it is of 
primary importance, beforehand, to obtain an adequate conceptualization 
of basic vigilantism. 


DEFINING VIGILANTISM 


Brown (1975) attempted to define vigilantism, saying it represented 
"morally sanctimonious" behavior aimed at rectifying or remedying a 
"structural flaw" in society, with the flaw usually being some place where 
the law was ineffective or not enforced. This is a complex socio-legal 
definition. It treats vigilantism as a societal reaction and not as a social 
movement. It also implies that the phenomenon of vigilantism will be 
short-lived since once a flaw is remedied, there is no reason to continue, 
and in any event, "sanctimonious" morality is unlikely to be sustainable. 


For criminological purposes, this definition treats the vigilante the same as 
the criminal. Both are victims of the same social forces, the same 
"structural flaw," and vigilantes are the victim of a flawed society in the 
same way a criminal can be considered a victim of society. The 
difference, of course, is that the criminal is an enemy of society while the 
vigilante acts as a friend of society. The notion that vigilantes are victims 
of society seems to be a dominant thrust in criminological thought on the 
subject. 


Political scientists (Rosenbaum and Sedberg 1976) and psychologists 
(Marx and Archer 1976) have serious disagreements over the definition of 
vigilantism. Political scientists are much more likely to categorize 
it as a subtype of political violence (i.e. "establishment violence" ) 
and would treat hate groups such as the Ku Klux Klan as 
vigilantes. Psychologists, as well as some criminologists (Johnston 
1996), are much more likely to consider the vigilante's noble motive and 
premeditation toward curbing evil as important, making it the ultimate act 
of good citizenship (i.e. "autonomous citizenship"). Culberson (1990) also 
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points out the importance of distinguishing between domestic terrorism 
which seeks to harm the social order; and vigilantism which seeks to help 
the social order (i.e. "popular sovereignty"). The notion of "vigilante as 
good citizen" appears to have some currency in the literature. Vigilante 
violence is the opposite of revolutionary violence as vigilantism always 
seeks to restore order or preserve the status quo. Sometimes, it is often 
said that vigilantism is always conservative. 


HISTORY OF VIGILANTISM 


American vigilantism arose in the Deep South and Old West during the 
1700s when, in the absence of a formal criminal justice system, certain 
volunteer associations (called vigilance committees) got together to 
blacklist, harass, banish, "tar and feather," flog, mutilate, torture, or kill 
people who were perceived as threats to their communities, families, or 
"privileges" (Karmen 1968). By the late 1700s, these committees became 
known as /ynch mobs because almost all the time, the punishment 
handed out was a summary execution by hanging. In some states, like 
South Carolina, these mobs had exotic names like the Regulators. During 
the 1800's, most American towns with seaports had vigilante groups that 
worked to identify and punish suspected thieves, alcoholics, and gamblers 
among recently arrived immigrants. The state of Montana, however, holds 
the record for the bloodiest vigilante movement from 1863 to 1865 when 
hundreds of suspected horse thieves were rounded up and killed in 
massive mob action. Texas, Montana, California, and the Deep South, 
especially the city of New Orleans, were hotbeds of vigilante activity in 
American history. 


Vigilantism seemed to die down after 1909 in America, but was 
resurrected in what some experts (Brown 1975) call neo-vigilantism in the 
1920s and pseudo-vigilantism in the 1970s. Neo-vigilantism includes 
the anti-abortionist movement, subway and neighborhood crime patrols, 
border security groups, and what might be best described as a variant of 
bounty hunting for criminal fugitives. The lynchings of Mexicans and 
African-Americans during the 1920s, as well as more recent vigilante 
activity against immigrants are a type of neo-vigilantism. 


Pseudo-vigilantism technically refers to controversial cases of self- 
defense, like the Bernhard Goetz incident, in which a citizen kills 
somebody in self-defense in anticipation of an attack. In the 1980s, and 
to some extent before then (Campbell & Brenner 2000), vigilantism arose 
in Third World countries in the form of "death squad" paramilitaries. In 
the 1990s, cyber-vigilantism emerged where so-called "ethical" or 
"white hat" hackers go after sexual predators, terrorists, spammers, 
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auction frauds, and copyright infringers on the Internet. For example, 
some activist groups are involved in anti-terrorism, and other activist 
groups pose as "honey-pot" targets for child molesters. 


The "crime" of vigilantism is not expressly prohibited by law. What 
constitutes the "crime" in vigilante activity is the underlying crime that is 
committed in conjunction with vigilante activities. In charging the 
vigilante, the federal government and most states attempt to make a 
distinction between whether the underlying crime is a felony or 
misdemeanor. The most common sentence if the underlying crime is a 
misdemeanor is probation. Reduced charges, such as third-degree 
murder or manslaughter, are common when the underlying crime is a 
felony, the most common sentence being ten years in prison. 


THE VIGILANTE PROFILE 


There is no definitive demographic profile of the typical vigilante, other 
than middle class status, which is the usual socio-economic characteristic. 
A number of different age groups, genders, or ethnicity are likely to be 
engaged in vigilantism. It is an extremely common phenomenon in 
Africa, Asia, and Latin America. In America, there is a tendency for 
middle-aged white males to be involved in it, but this characterization is 
only based on the history of lynching, which is probably the most studied 
form of vigilantism. Newer forms of vigilantism, such as cyber- 
vigilantism, for example, suggest a younger profile, but there hasn't been 
any real research. The most common aspect behind all types of vigilante 
activity is that it may be a male or masculine phenomena. 


While it is possible that some vigilantes have the same cop "wanabe" 
mindset as "serial killers" (Ressler & Burgess 1985), it is more likely 
that the psychological mindset of a vigilante develops from engaging in 
behavioral experiments with it. It is significant that one of the first things 
that a vigilante does is stake out their target, stalk their victim, and 
engage is a whole lot of brooding and premeditation. This is what 
separates vigilantism from self-defense. Vigilante behavior is 
premeditated, while self-defense is spontaneous. The Bernhard Goetz 
subway shooting incident in 1984 was not a case of vigilantism for this 
reason. The planned intent to do harm is what makes vigilantism 
criminal behavior since the vigilante's very reason for being is to do 
serious bodily harm or kill (which is conspiracy to commit aggravated 
assault, murder, or other felonies). 
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There are two main types of vigilantes: the lone wolf; and the 
instigator. The lone wolf is commonly portrayed in the media, but the 
more common and classical type is the instigator. A lone wolf is likely to 
be disorganized, and easily caught or killed. Sometimes, a lone wolf is 
seeking martyrdom or "suicide by cop." However, the vast majority of 
lone wolves abandon their plans and channel their energies into some 
other type of self-protection, such as arming themselves with guns or 
taking up some activist cause. 


On the other hand, an instigator is the kind of person who is not 
only well-organized themselves in their preparations, but they 
involve others (a significant other, a small group, or sometimes a 
mob) in their plans. This is the classic vigilante profile one who 
instigates a posse, gang, crew, or mob into action. Vigilantism as 
a group activity is much more common than vigilantism as a 
solitary activity. 


The organization of vigilante activity is quite often sporadic. Certainly, 
some organized training exercises are usually held, and despite the 
vigilante leadership's best efforts, membership always seems hard to 
maintain. A vigilante group frequently lacks support, and all that usually 
remain are "hard-core" members who typically refer to themselves as 
"death squads," the "inner elite," or something like that. Vigilante groups 
are not hate groups. Hatred is not what binds the membership together. 
What keep them united is their common interest in the (sometimes) 
necessary use of force (or extreme measures) in the hands of private 
citizens. Some members are interested in joining the vigilante group only 
because they are interested in military or law enforcement work, and/or 
plan to become soldiers or law enforcement officers. When they do 
become soldiers or officers, this is ideal for the vigilante group because 
such members are receiving training from the government. Most such 
members, however, withdraw or abandon their vigilante connection soon 
after the influence of government service presents them with ethical and 
professional conflicts. 


Another typical pattern of vigilante group activity is the quest for 
recognition of legitimate status. Vigilantes will often try to incorporate 
themselves as a private security firm or a non-profit organization. They 
will try to be recognized by the local sheriff so they can march in local 
parades or have a booth at the county or state fair. They will try to be 
recognized by the Chamber of Commerce. They will try to be recognized 
a part of the state militia, or the militia movement nationwide. Others will 
avoid any association with the militia movement because they consider 
them domestic terrorists or "terrorists next door." 
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In any event, an organized vigilante group will frequently have a website, 
and it will eventually try to do fund-raising through that website. The 
vigilante quest for legitimacy can lead to some unusual allies and 
bedfellows, but the more rational vigilante groups will avoid extremists 
and fanatics, and the even more rational groups, such as the well-known 
Guardian Angels, will have extensive rules of engagement where non- 
lethal force is used (even though their charter permits deadly force). 
Legitimacy can sometimes be achieved by appearing to be better than the 
government. 


The story of the Guardian Angels is instructive in this regard. Formed in 
February 1979 by a young night manager of a McDonald's restaurant in 
the Bronx named Curtis Sliwa, an unauthorized anti-crime patrol, first 
calling themselves "The Magnificent Thirteen Subway Safety Patrol," 
became known as the Guardian Angels. Sporting red berets, they stepped 
into subway cars and took up positions near the door. Newspapers and 
television stations carried frequent reports on them, and the fact that the 
police so obviously resented the Angels' presence only added to their 
glamor and respectability. 


Established vigilante groups will usually be one of two kinds: "crime 
control" vigilantes; or "social control" vigilantes. This is a distinction 
made by Johnston (1996) based on Brown's (1975) typology of classic 
and neo-vigilantes, and the two kinds of groups are by no means mutually 
exclusive. The crime control vigilante group seeks to punish those whom 
they believe are factually guilty of criminal wrongs (e.g. thieves, outlaws, 
fugitives from justice), and in this sense are simply playing the role of 
bounty hunter except that the bounty hunter is concerned for legal guilt, 
not factual guilt. 


The social control vigilante group seeks to repair some transgression in 
the social order that threatens to affect the communal quality of life, 
values, or sense of honor (e.g. illegal immigrants taking jobs away from 
average workers, ethnic males who threaten to seduce wives and 
daughters away, anything that makes one's children run away). In Islamic 
societies, the practice of "honor killing" when a female member of the 
household shames the family name is a quite widely-tolerated vigilante 
activity. Vigilante groups that go after drug dealers would be an example 
of a mixed type, since they are probably equally concerned about the 
crime of drug dealing as they are about their children getting hooked on 
drugs. The social control group is probably the most dangerous 
type because they might contemplate assassination of a political 
leader in the name of social order. 
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The crime control group is usually caught up in a retaliation cycle at the 
local level whenever they perceive an act of injustice to occur. 


****There you have it! Social Control Vigilantes are the most 
dangerous of people and they are exactly who the USDOJ has put 
in charge of our neighborhoods. What a nightmare! * ** * 


****BTW, this is exactly how the FBI behaves toward "all" of our 
social, political, religious, and civil rights activists, and towards 
‘anyone’ who attempts to organize the "laity" for "any" purpose, 
(at least those they haven't recruited yet). ** ** 


THE VIGILANTE MINDSET 


Vigilantes regard the criminals and people they target as living outside the 
social bonds and communal ties that hold our society together. It's not so 
much that they dehumanize their target, but that the target represents an 
alien enemy that must be defended against. The target must also be 
punished, and punished "outside the law." Any and all legal matters on 
the subject are seen as unnecessary intrusions on the basic freedom that 
all communities enjoy to protect themselves. 


Zimring (2004) says that the vigilante mindset is the opposite of 
the due process mindset. Vigilante thinking is precisely the 
opposite of any notion of fairness, fair play, or a chance for 
acquittal. Vigilantes do not care to wait for the police to finish 
their investigation, and they could care less about any court's 
determination of proof. What they do care about is "justice" 
quick, final, cost-effective justice. To a vigilante, punishment 
should be inflicted upon those deserving of it at the first 
opportunity no waiting, and the more severe the punishment, the 
better. These are all romantic notions that feed an appetite for 
punishment more than an appetite for vengeance. 


Punishment is the foundational matter of justice, and those who deserve 
punishment also deserve to pay (lex salica) or receive some kind of 
harm equal to the harm they have done (lex talionis). Unfortunately, 
lex talionis cannot be uniformly applied to every human harm committed. 
That is the reason we have a system of laws and courts to sort out the 
particulars and differences between a criminal who deliberately commits a 
crime and one who accidentally commits a crime. Also, /ex talionis cannot 
possibly deal with extreme types of crime, such as the genocide of 
thousands of people. What would the vigilante do in this case? Kill the 
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deserving party thousands of times over? Nor is vengeance satisfying. 
Almost anyone who's ever thought about it knows than vengeance is an 
untempered emotion like fear, lust, and anger. Justice and punishment 
should "not" be guided by banal, primitive, untempered emotions. 
Instead, we normally try to moderate or temper our feelings when 
thinking about how to punish somebody. 


The vigilante knows it is not vengeance they seek, nor even some lending 
of respectability to the spirit of vengeance. The vigilante is no avenger. 
The vigilante simply wants punishment, or just deserts, and they want it 
swift and sure. The only problem is that vigilante justice is sometimes 
too swift and too sure. Vicious beatings and on-the-spot executions do 
not fit the crime. The only purpose that vigilantism serves is to turn the 
tables on those criminals who make victims out of people. Vigilantes 
desperately want to avoid thinking of themselves as victims, so they 
become victimizers themselves. It might even be said that vigilantes 
ultimately become criminals, since they must rationalize what they 
know is improper behavior in the strongest terms possible self-defense, 
social defense, lex talionis, natural law, patriotism, religion, honor all the 
time claiming that they are engaging in the most law-abiding behavior or 
duty there is, the duty to preserve the sacred right to protect one's self. 


It is a frontier ethic of survival and self-responsibility. If no one else will 
do anything, especially the legal system, then it is the red-blooded duty of 
any honest patriot to act, to kill-or-be-killed, to take a stand and do one's 
part. It takes a certain kind of "over-zealousness" to commit illegal acts 
in the name of do-it-yourself justice, and until more ethnographic 
research is done (as many experts have called for), we will not know 
exactly how the vigilante mindset develops. Vigilantism represents a 
serious threat to democracy and the rule of law. It is deserving of 
more study. 


INTERNET RESOURCES 


Border Rescue/Ranch Rescue, USA 
http://www.ranchrescue.com 


Franklin Zimring (2004) on the Vigilante Mindset (doc) 
http://www.law.berkeley.edu/institutes/csls/zimringchapter6.doc 


Justice For All's Links on Road Rage 
http://www.jfa.net/roadrage.html 
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SPL Center's Intelligence Report/Vigilante Watch 
http://www.splcenter.org/intel/intelreport 


The Crime of Cyber-Vigilantism 
http://cybercrimes.net/99MSCCC/MSCCC/Article8/8.08.html 


The HoneyNet Project (Digilantism) 
http://project.honeynet.or 


The Spirit of Vengeance (Excerpt from Karl Menninger) 
http://www.nospank.net/mngr.htm 


Thoughts on Revenge and Retribution 
http://pewforum.org/deathpenalty/resources/reader/20.php3 


Vigilantes and Policing in Nigeria (doc) 
http://www.cleen.kabissa.org/Vigilantes%20and%20Policing%20in 
%20Nigeria.doc 


Vigilantism Revisited: A Legal and Economic Analysis (pdf) 
http://www.wcl.american.edu/journal/lawrev/47/pdf/hine. pdf 
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VI-THE USE OF SPIES: 


"The Use of Spies," From "The Art of War" - Written by General "Sun 
Tzu" of China during the "Warring States" period, circa 500 B.C.E. 


A major military operation is a severe drain on a nation, and may be kept 
up for years in the struggle for a single day's victory. So to fail to know 
the conditions of your opponents because of a reluctance to give rewards 
for intelligence is extremely inhumane, uncharacteristic of a true military 
leader, assistant of the government, or a victorious chief. So what 
enables an intelligent government and a wise military to overcome others 
and achieve extraordinary results is "advance knowledge," (intelligence). 


Advance knowledge cannot be gained from ghosts and spirits, inferred 
from phenomena or projected from the measures of Heaven, but must be 
gained from men, for it is the knowledge of the enemy's true situation. 


There are five types of spies to be employed: The local spy, the internal 
spy, the "turned" spy (double agent), the "dead" (expendable) spy, and 
the living spy. When all five are employed and no one knows their "Tao" 
(actions), this is deemed "successful organizational methodology," and is 
a ruler's treasure. 


* Local spies - are hired from among the people of a locality. 


* Inside spies - employ "their" people who hold "government 
positions" and are disaffected or are relatives of officials who have 
been executed, or (forced-out). 


* Turned spies (double agents) - are "enemy" spies who are 
detained and "induced or bribed" to give information or sent back 
with "false" information. 


* Dead spies (expendable spies) - are those who are used to 
spread "disinformation;" when the facts are determined, if they 
cannot escape, they are inevitably killed. 


*Living spies - are those that come and go with information or 
"return" with their reports. 


Among government officials of the opposing regime' (opponents), are 
intelligent ones who lose their jobs, are punished for excesses or are 
greedy favorites. There are those confined to the lower ranks, passed 
over for promotion or who seek to take advantage of a collapse to expand 
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their own wealth and power, and there are those who "always" act with 
deceit and duplicity. "Any" of them can be secretly approached and 
bribed so as to find out conditions in their country and discover any 
"plans" against you; they can also be used to create "rifts and 
disharmony." 


When enemy agents come to spy on you, bribe them "generously," so 
they will spy for you instead. They are then "reverse spies," "renegades," 
or "double agents." 


When your spies are given "false" information, that they hand over to the 

enemy when they are captured, the enemy makes plans according to that 
information. When things turn out differently than expected they are then 
executed. Therefore they are called "dead" spies. 


"Living spies" are those that come and go with information or return with 
their reports. For living spies it is imperative to choose those who are 
inwardly bright, but outwardly appear to be "stupid," who are 
inconspicuous in appearance but strong of heart, who are fast, powerful 
and brave, are immune to seduction, can endure hunger, cold, and 
dishonor (true patriots). 


Whenever you want to attack an army, besiege a city, or assassinate an 
individual, you must first know the identities of the defending generals, 
their assistants, staff, associates and visitors, gatekeepers, door guards 
and attendants. 


Whenever you are going to attack and fight, you must first know the 
talents of the people employed by the opponent, so you can deal with 
them based on their abilities. 


You must "seek out" enemy agents who have come to spy on you, bribe 
them and induce them to stay with you, so you can use them as reverse 
spies. By intelligence thus obtained you can find local spies and inside 
spies to employ and cause the misinformation of "dead" spies to be 
conveyed to the enemy and get "living" spies to return with their reports. 


It is by finding out the conditions of the enemy through the use of reverse 
spies that all other kinds of espionage can be used, so reverse spies, 
renegades or double agents are the most important and must be treated 
well. 


If before a mission has begun it is already exposed, then both the spy and 
those he informed should be "put to death" (removed from the 
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organization). The spy is killed for leaking information, those he informed 
are killed to prevent them from talking. 


It will not do for the ruler to act without knowledge of the opponent's 
condition, and this is "impossible" without espionage. 


If spies are "not" treated well, they may become renegades and work for 
the enemy, leaking information about "you." If they do not keep their 
espionage secret, it is suicidal. Therefore no one in the army is treated 
with as much favoritism as spies, none is given as rich rewards, and no 
matter is more secret. 


Unless someone has the wisdom of a Sage and is benevolent and 
righteous, he cannot use spies; unless he is subtle and perspicacious he 
cannot perceive the substance of intelligence reports. There are "no" 
areas in which one does not employ spies. 


VII-ECHELON, GLOBAL "ILLEGAL" DOMESTIC SURVEILLANCE: 


Echelon is the US' super secret telecommunications surveillance system, 
owned and operated by the NSA (National Security Agency). This system 
is the product of the UKUSA Signals Intelligence treaty of 1947. To put it 
simply, the US and Great Britain have been wiretapping the "world's" 
telecommunication systems since 1947. Echelon proper is reported to 
have begun in 1971, at least the computerized portion of it. 


Regardless of the original intention of this system's designers, it is now 
used primarily for political and social control of the population at large, 
and many other countries, including, France, Russia, China, and 
Switzerland either already have a similar system, or are in the process of 
creating one. 


The US has never admitted having such a system, but as you will read in 
the pages to follow, Australia and New Zealand, who are signatories to 
UKUSA SIGINT, have admitted to its existence. Also, the French have 
been complaining about its use against them for industrial espionage 
since the mid 1990's. 


The police and FBI who are the instigators and enablers of the harassment 
pogroms previously mentioned use the information gained from this 
system to stalk their victims. If you're a person who believes this system 
is used primarily to track terrorists and drug dealers, you're tragically 
mistaken as the following passages will aptly point out. 


89/138 


The following information was obtained from "Www.answers.com," and 
"www.nsawatch.com" 


Echelon (Signals Intelligence) 


ECHELON is a name used in global media and in popular culture to 
describe a signals intelligence (SIGINT) collection and analysis network 
operated on behalf of the five signatory states to the UK-USA Security 
Agreement (Australia, Canada, New Zealand, the United Kingdom, and the 
United States, known as AUSCANZUKUS).[1][2] It has also been 
described as the only software system which controls the download and 
dissemination of the intercept of commercial satellite trunk 
communications.[3] 


ECHELON was reportedly created to monitor the military and diplomatic 
communications of the Soviet Union and its Eastern Bloc allies during the 
Cold War in the early 1960s, but since the end of the Cold War it is 
believed to search also for hints of terrorist plots, drug dealers’ plans, and 
political and diplomatic intelligence. 


The system has been reported in a number of public sources.[4] Its 
capabilities and political implications were investigated by a committee of 
the European Parliament during 2000 and 2001 with a report published in 
2001,[5] and by author James Bamford in his books on the National 
Security Agency of the United States.[3] 


In its report, the European Parliament states that the term Turtle is used 
in a number of contexts, but that the evidence presented indicates that it 
was the name for a signals intelligence collection system. The report 
concludes that, on the basis of information presented, ECHELON was 
capable of interception and content inspection of telephone calls, fax, e- 
mail and other data traffic globally through the interception of 
communication bearers including satellite transmission, public switched 
telephone networks (which once carried most Internet traffic) and 
microwave links.[5] 


Bamford describes the system as the software controlling the collection 
and distribution of civilian telecommunications traffic conveyed using 
communication satellites, with the collection being undertaken by ground 
stations located in the footprint of the downlink leg. 
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Organization 


The UKUSA intelligence community is assessed by the European 
Parliament to include the signals intelligence agencies of each of the 
member states - the National Security Agency of the United States, the 
Government Communications Headquaters of Britain, the Communications 
Security Establishment of Canada, the Defense Signals Directorate of 
Australia, and the Government Communications Security Bureau of New 
Zealand. The EP report concludes that it seems likely that ECHELON is a 
method of sorting captured signal traffic, rather than a comprehensive 
analysis tool.[5] 


Capabilities 


The ability to intercept communications depends on the medium used, be 
it radio, satellite, microwave, cellular or fiber-optic.[5] During World War 
II and through the 1950s high frequency ("short wave") radio was widely 
used for military and diplomatic communication,[6] and could be 
intercepted at great distances.[5] The rise of geostationary 
communications satellites in the 1960s presented new possibilities for 
intercepting international communications. The report to the European 
Parliament of 2001 states: "If UKUSA states operate listening stations in 
the relevant regions of the earth, in principle they can intercept all 
telephone, fax and data traffic transmitted via such satellites."[5] 


The role of satellites in point-to-point voice and data communications has 
largely been supplanted by fiber optics. As of 2006[update], 99% of the 
world's long-distance voice and data traffic was carried over optical-fiber. 
[7] The proportion of international communications accounted for by 
satellite links is said to have decreased substantially over the past few 
years in Central Europe to an amount between 0.4 and 5%.[5] Even in 
less-developed parts of the world, communications satellites are used 
largely for point-to-multipoint applications, such as video.[8] Thus the 
majority of communications cannot be intercepted by earth stations, but 
only by tapping cables and intercepting line-of-sight microwave signals, 
which is possible only to a limited extent.[5] 


One method of interception is to place equipment at locations where fiber 
optic communications are switched. For the Internet much of the 
switching occurs at relatively few sites. There have been reports of one 
such intercept site, Room 641A, in the United States. In the past much 
Internet traffic was routed through the U.S. and the UK, but this has 
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changed; for example 95% of intra-German Internet communications was 
routed via the DE-CIX Internet exchange point in Frankfurt in 2000.[5] A 
comprehensive worldwide surveillance network is possible only if 
clandestine intercept sites are installed in the territory of friendly nations, 
or local authorities cooperate. The report to the European Parliament 
points out that interception of private communications by foreign 
intelligence services is not necessarily limited to the U.S. or British foreign 
intelligence services.[5] 


Most reports on ECHELON focus on satellite interception; testimony before 
the European Parliament indicated that separate but similar UK-USA 
systems are in place to monitor communication through undersea cables, 
microwave transmissions and other lines.[9] 


Controversy 


Intelligence monitoring of people in the area covered by the 
AUSCANZUKUS security agreement has caused concern. Some critics 
claim the system is being used not only to search for terrorist plots, drug 
dealers' plans, and political and diplomatic intelligence but also for large- 
scale commercial theft, international economic espionage and invasion of 
privacy. British journalist Duncan Campbell and New Zealand journalist 
Nicky Hager asserted in the 1990s that the United States was exploiting 
ECHELON traffic for industrial espionage, rather than military and 
diplomatic purposes.[10] Examples alleged by the journalists include the 
gear-less wind turbine technology designed by the German firm 
Enercon[11][12] and the speech technology developed by the Belgian firm 
Lernout & Hauspie.[13] An article in the US newspaper Baltimore Sun 
reported in 1995 that European aerospace company Airbus lost a $6 
billion contract with Saudi Arabia in 1994 after the US National Security 
Agency reported that Airbus officials had been bribing Saudi officials to 
secure the contract.[14][15] 


In 2001 the Temporary Committee on the ECHELON Interception System 
recommended to the European Parliament that citizens of member states 
routinely use cryptography in their communications to protect their 
privacy.[5] 


Bamford provides an alternate view, highlighting that legislation prohibits 
the use of intercepted communications for commercial purposes, although 
does elaborate on how intercepted communications are used as part of an 
all-source intelligence process. 
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Hardware 


According to its website the USA's National Security Agency is "a high 
technology organization... on the frontiers of communications and data 
processing". In 1999 the Australian Senate Joint Standing Committee on 
Treaties was told by Professor Desmond Ball that the Pine Gap facility was 
used as a ground station for a satellite-based interception network. The 
satellites are said to be large radio dishes between 20 and 100 meters in 
diameter in geostationary orbits. The original purpose of the network was 
to monitor the telemetry from 1970s Soviet weapons, air defense radar, 
communications satellites and ground based microwave communications. 
[16] 


Name 


The European Parliament's Temporary Committee on the ECHELON 
Interception System stated: "It seems likely, in view of the evidence and 
the consistent pattern of statements from a very wide range of individuals 
and organizations, including American sources, that its name is in fact 
ECHELON, although this is a relatively minor detail."[5} The U.S. 
intelligence community uses many code names (see, for example, CIA 
cryptonym). 


Margaret Newsham claims that she worked on the configuration and 
installation of some of the software that makes up the ECHELON system 
while employed at Lockheed Martin, for whom she worked from 1974 to 
1984 in Sunnyvale, California, USA and in Menwith Hill, England, UK.[17] 
At that time, according to Newsham, the code name ECHELON was NSA's 
term for the computer network itself. Lockheed called it P415. The 
software programs were called SILKWORTH and SIRE. A satellite named 
VORTEX would intercept communications. An image available on the 
Internet of a fragment apparently torn from a job description shows 
Echelon listed along with several other code names.[18] 


Ground Stations 
The 2001 European Parliamentary (EP) report[5] lists several ground 


stations as possibly belonging to or participating in the ECHELON network. 
These include: 
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Likely satellite intercept stations 

The following stations are listed in the EP report (p. 54 ff) as likely to 
have a role in intercepting transmissions from telecommunications 
satellites: 


* Hong Kong (since closed) 


* Australian Defense Satellite Communications Station (Geraldton, 
Western Australia) 


* Menwith Hill (Yorkshire, UK) 
* Misawa Air Base (Japan) 


* GCHQ Bude, formerly known as GCHQ CSO Morwenstow, (Cornwall 
UK) 


* Pine Gap (Northern Territory, Australia - close to Alice Springs) 
* Sugar Grove (West Virgiina, US) 
* Yakima Training Center (Washington, US) 


* GCSB Waihopai (New Zealand) 


Other potentially related stations 


The following stations are listed in the EP report (p. 57 ff) as ones whose 
roles "cannot be clearly established": 


* Ayios Nikolaos (Cyprus - UK) 

* Bad Aibling Station (Bad Aibling, Genmany - US) 
* - moved to Griesheim in 2004[19] 

* Buckley Air Force Base (Aurora, Colorado, US) 

* Fort Gordon (Georgia, US) 

* Gander (Newfoundland & Labrador, Canada) 


* Guam (Pacific Ocean, US) 
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* Kunia (Hawaii, US) 
* Leitrim (south of Ottawa, Ontario, Canada) 


* Lackland Air Force Base, Medina Annex (San Antonio, Texas, US) 


See Also 

ANCHORY SIGINT intercept database 
* Frenchelon 
* Onyx (interception system), the Swiss "Echelon" equivalent 
* Mass Surveillance 
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Answers to Frequently Asked Questions (FAQ) 
about Echelon 


Q - What is Project ECHELON? 


ECHELON is the term popularly used for an automated global interception 
and relay system operated by the intelligence agencies in five nations: the 
United States, the United Kingdom, Canada, Australia and New Zealand (it 
is believed that ECHELON is the code name for the portion of the system 
that intercepts satellite-based communications). While the United States 
National Security Agency (NSA) takes the lead, ECHELON works in 
conjunction with other intelligence agencies, including the Australian 
Defense Signals Directorate (DSD). It is believed that ECHELON also 
works with Britain's Government Communications Headquarters (GCHQ) 
and the agencies of other allies of the United States, pursuant to various 
treaties. (1) 


These countries coordinate their activities pursuant to the UKUSA 
agreement, which dates back to 1947. The original ECHELON dates back 
to 1971. However, its capabilities and priorities have expanded greatly 
since its formation. According to reports, it is capable of intercepting and 
processing many types of transmissions, throughout the globe. In fact, it 
has been suggested that ECHELON may intercept as many as 3 billion 
communications everyday, including phone calls, e-mail messages, 
Internet downloads, satellite transmissions, and so on. (2) The ECHELON 
system gathers all of these transmissions indiscriminately, then distills the 
information that is most heavily desired through artificial intelligence 
programs. Some sources have claimed that ECHELON sifts through an 
estimated 90 percent of all traffic that flows through the Internet. (3) 
However, the exact capabilities and goals of ECHELON remain unclear. For 
example, it is unknown whether ECHELON actually targets domestic 
communications. Also, it is apparently very difficult for ECHELON to 
intercept certain types of transmissions, particularly fiber 
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communications. 


Q - How does ECHELON work? 


ECHELON apparently collects data in several ways. Reports suggest it has 
massive ground based radio antennae to intercept satellite transmissions. 
In addition, some sites reputedly are tasked with tapping surface traffic. 
These antennae reportedly are in the United States, Italy, England, 
Turkey, New Zealand, Canada, Australia, and several other places. (4) 
Similarly, it is believed that ECHELON uses numerous satellites to catch 
"spillover" data from transmissions between cities. These satellites then 
beam the information down to processing centers on the ground. The 
main centers are in the United States (near Denver), England (Menwith 
Hill), Australia, and Germany. (5) 


According to various sources, ECHELON also routinely intercepts Internet 
transmissions. The organization allegedly has installed numerous "sniffer" 
devices. These "sniffers" collect information from data packets as they 
traverse the Internet via several key junctions. It also uses search 
software to scan for web sites that may be of interest. (6) 


Furthermore, it is believed that ECHELON has even used special 
underwater devices which tap into cables that carry phone calls across the 
seas. According to published reports, American divers were able to install 
surveillance devices on to the underwater cables. One of these taps was 
discovered in 1982, but other devices apparently continued to function 
undetected. (7) 


It is not known at this point whether ECHELON has been able to tap fiber 
optic phone cables. 


Finally, if the aforementioned methods fail to garner the desired 
information, there is another alternative. Apparently, the nations that are 
involved with ECHELON also train special agents to install a variety of 
special data collection devices. One of these devices is reputed to be an 
information processing kit that is the size of a suitcase. Another such item 
is a sophisticated radio receiver that is as small as a credit card. (8) 


After capturing this raw data, ECHELON sifts through them using 
DICTIONARY. DICTIONARY is actually a special system of computers 
which finds pertinent information by searching for key words, addresses, 
etc. These search programs help pare down the voluminous quantity of 
transmissions which pass through the ECHELON network every day. These 


99/138 


programs also seem to enable users to focus on any specific subject upon 
which information is desired. (9) 


Q - If ECHELON is so powerful, why haven't I heard about it 
before? 


The United States government has gone to extreme lengths to keep 
ECHELON a secret. To this day, the U.S. government refuses to admit that 
ECHELON even exists. We know it exists because both the governments of 
Australia (through its Defence Signals Directorate) and New Zealand have 
admitted to this fact. (10) However, even with this revelation, US officials 
have refused to comment. 


This "wall of silence" is beginning to erode. The first report on ECHELON 
was published in 1988. (11) In addition, besides the revelations from 
Australia, the Scientific and Technical Options Assessment program office 
(STOA) of the European Parliament commissioned two reports which 
describe ECHELON's activities. These reports unearthed a startling amount 
of evidence, which suggests that Echelon's powers may have been 
underestimated. The first report, entitled "An Appraisal of Technologies of 
Political Control," suggested that ECHELON primarily targeted civilians. 
This report found that: 


The ECHELON system forms part of the UKUSA system but unlike many of 
the electronic spy systems developed during the cold war, ECHELON is 
designed for primarily non-military targets: governments, organizations 
and businesses in virtually every country. The ECHELON system works by 
indiscriminately intercepting very large quantities of communications and 
then siphoning out what is valuable using artificial intelligence aids like 
Memex to find key words. Five nations share the results with the US as 
the senior partner under the UKUSA agreement of 1947, Britain, Canada, 
New Zealand and Australia are very much acting as subordinate 
information servicers. 


Each of the five centers supply "dictionaries" to the other four of 
keywords, phrases, people and places to "tag" and the tagged intercept is 
forwarded straight to the requesting country. Whilst there is much 
information gathered about potential terrorists, there is a lot of economic 
intelligence, notably intensive monitoring of all the countries participating 
in the GATT negotiations. But Hager found that by far the main priorities 
of this system continued to be military and political intelligence applicable 
to their wider interests. Hager quotes from a "highly placed intelligence 
operatives" who spoke to the Observer in London. "We feel we can no 
longer remain silent regarding that which we regard to be gross 
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malpractice and negligence within the establishment in which we 
operate." They gave as examples. GCHQ interception of three charities, 
including "Amnesty International" and Christian Aid. 

"At any time GCHQ is able to home in on their communications for a 
routine target request," the GCHQ source said. In the case of phone taps 
the procedure is known as Mantis. With telexes its called Mayfly. By 
keying in a code relating to third world aid, the source was able to 
demonstrate telex "fixes" on the three organizations. With no system of 
accountability, it is difficult to discover what criteria determine who is not 
a target. (12) 


A more recent report, known as Interception Capabilities 2000, describes 
ECHELON capabilities in even more elaborate detail. (13) The release of 
the report sparked accusations from the French government that the 
United States was using ECHELON to give American companies an 
advantage over rival firms. (14) In response, R. James Woolsey, the 
former head of the US Central Intelligence Agency (CIA), charged that the 
French government was using bribes to get lucrative deals around the 
world, and that US surveillance networks were used simply to level the 
playing field. (15) However, experts have pointed out that Woolsey missed 
several key points. For example, Woolsey neglected to mention alleged 
instances of economic espionage (cited in Intelligence Capabilities 2000) 
that did not involve bribery. Furthermore, many observers expressed 
alarm with Woolsey's apparent assertion that isolated incidents of bribery 
could justify the wholesale interception of the world's communications. 
(16) 


The European Parliament formed a temporary Committee of Enquiry to 
investigate ECHELON abuses. (17) In May 2001, members of this 
committee visited the United States in an attempt to discover more details 
about ECHELON. However, officials from both the NSA and the US Central 
Intelligence Agency (CIA) canceled meetings that they had previously 
scheduled with the European panel. The committee's chairman, Carlos 
Coelho, said that his group was "very disappointed" with the apparent 
rebuffs; in protest, the Parliamentary representatives returned home a 
day early. (18) 


Afterwards, the committee published a report stating that ECHELON does 
indeed exist and that individuals should strongly consider encrypting their 
emails and other Internet messages. (19) However, the panel was unable 
to confirm suspicions that ECHELON is used to conduct industrial 
espionage, due to a lack of evidence. (20) Ironically, the report also 
mentioned the idea that European government agents should be allowed 
greater powers to decrypt electronic communications, which was criticized 
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by some observers (including several members of the committee) as 
giving further support to Europe's own ECHELON-type system. (21) The 
European Parliament approved the report, but despite the apparent need 
for further investigation, the committee was disbanded. (22) 
Nevertheless, the European Commission plans to draft a "roadmap" for 
data protection that will address many of the concerns aired by the EP 
panel. (23) 


Meanwhile, after years of denying the existence of ECHELON, the Dutch 
government issued a letter that stated: "Although the Dutch government 
does not have official confirmation of the existence of Echelon by the 
governments related to this system, it thinks it is plausible this network 
exists. The government believes not only the governments associated 
with Echelon are able to intercept communication systems, but that it is 
an activity of the investigative authorities and intelligence services of 
many countries with governments of different political signature." (24) 
These revelations worried Dutch legislators, who had convened a special 
hearing on the subject. During the hearing, several experts argued that 
there must be tougher oversight of government surveillance activities. 
There was also considerable criticism of Dutch government efforts to 
protect individual privacy, particularly the fact that no information had 
been made available relating to Dutch intelligence service's investigation 
of possible ECHELON abuses. (25) 


In addition, an Italian government official has begun to investigate 
Echelon's intelligence-gathering efforts, based on the belief that the 
organization may be spying on European citizens in violation of Italian or 
international law. (26) 


Events in the United States have also indicated that the "wall of silence" 
might not last much longer. Exercising their Constitutionally created 
oversight authority, members of the House Select Committee on 
Intelligence started asking questions about the legal basis for NSA's 
ECHELON activities. In particular, the Committee wanted to know if the 
communications of Americans were being intercepted and under what 
authority, since US law severely limits the ability of the intelligence 
agencies to engage in domestic surveillance. When asked about its legal 
authority, NSA invoked the attorney-client privilege and refused to 
disclose the legal standards by which ECHELON might have conducted its 
activities. (27) 


President Clinton then signed into law a funding bill which required the 


NSA to report on the legal basis for ECHELON and similar activities. (28) 
However, the subsequent report (entitled Legal Standards for the 
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Intelligence Community in Conducting Electronic Surveillance) gave few 
details about Echelon's operations and legality. (29) 


However, during these proceedings, Rep. Bob Barr (R-GA), who has taken 
the lead in Congressional efforts to ferret out the truth about ECHELON, 
stated that he had arranged for the House Government Reform and 
Oversight Committee to hold its own oversight hearings. (30) 

Finally, the Electronic Privacy Information Center has sued the US 
Government, hoping to obtain documents which would describe the legal 
standards by which ECHELON operates. (31) 


Q - What is being done with the information that ECHELON 
collects? 


The original purpose of ECHELON was to protect national security. That 
purpose continues today. For example, we know that ECHELON is 
gathering information on North Korea. Sources from Australia's DSD have 
disclosed this much because Australian officials help operate the facilities 
there which scan through transmissions, looking for pertinent material. 
(32) Similarly, the Spanish government has apparently signed a deal with 
the United States to receive information collected using ECHELON. The 
consummation of this agreement was confirmed by Spanish Foreign 
Minister Josep Pique, who tried to justify this arrangement on security 
grounds. (33) 


However, national security is not Echelon's only concern. Reports have 
indicated that industrial espionage has become a part of Echelon's 
activities. While present information seems to suggest that only high- 
ranking government officials have direct control over Echelon's tasks, the 
information that is gained may be passed along at the discretion of these 
very same Officials. As a result, much of this information has been given 
to American companies, in apparent attempts to give these companies an 
edge over their less knowledgeable counterparts. (34) 


In addition, there are concerns that Echelon's actions may be used to 
stifle political dissent. Many of these concerns were voiced in a report 
commissioned by the European Parliament. What is more, there are no 
known safeguards to prevent such abuses of power. (35) 


Q - Is there any evidence that ECHELON is doing anything 
improper or illegal with the spying resources at its disposal? 


ECHELON is a highly classified operation, which is conducted with little or 
no oversight by national parliaments or courts. Most of what is known 
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comes from whistle-blowers and classified documents. The simple truth is 
that there is no way to know precisely what ECHELON is being used for. 
But there is evidence, much of which is circumstantial, that ECHELON 
(along with its British counterpart) has been engaged in significant 
invasions of privacy. These alleged violations include secret surveillance of 
political organizations, such as Amnesty International. (36) It has also 
been reported that ECHELON has engaged in industrial espionage on 
various private companies such as Airbus Industries and Panavia, then 
has passed along the information to their American competitors. (37) It is 
unclear just how far Echelon's activities have harmed private individuals. 
However, the most sensational revelation was that Diana, Princess of 
Wales may have come under ECHELON surveillance before she died. As 
reported in the Washington Post, the NSA admitted that they possessed 
files on the Princess, partly composed of intercepted phone conversations. 
While one official from the NSA claimed that the Princess was never a 
direct target, this disclosure seems to indicates the intrusive, yet 
surreptitious manner by which ECHELON operates. (38) 


What is even more disquieting is that, if these allegations are proven to 
be true, the NSA and its compatriot organizations may have circumvented 
countless laws in numerous countries. Many nations have laws in place to 
prevent such invasions of privacy. However, there are suspicions that 
ECHELON has engaged in subterfuge to avoid these legal restrictions. For 
example, it is rumored that nations would not use their own agents to spy 
on their own citizens, but assign the task to agents from other countries. 
(39) In addition, as mentioned earlier, it is unclear just what legal 
standards ECHELON follows, if any actually exist. Thus, it is difficult to say 
what could prevent ECHELON from abusing its remarkable capabilities. 


Q - Is everyone else doing what ECHELON does? 


Maybe not everyone else, but there are plenty of other countries that 
engage in the type of intelligence gathering that ECHELON performs. 
These countries apparently include Russia, France, Israel, India, Pakistan 
and many others. (40) Indeed, the excesses of these ECHELON-like 
operations are rumored to be similar in form to their American 
equivalents, including digging up information for private companies to 
give them a commercial advantage. 


However, it is also Known that ECHELON system is the largest of its kind. 
What is more, its considerable powers are enhanced through the efforts of 
America's allies, including the United Kingdom, Canada, Australia, and 
New Zealand. Other countries don't have the resources to engage in the 
massive garnering of information that the United States is carrying out. 
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VITI-POLICE WEAPONS OF TERROR: 


Laser Dazzler: (BTW, the LAPD Northwest Division states that 
firing this device on an individual is "perfectly legal." According 
to them, what is not legal is firing it on an aircraft). 1 have had this 
device fired on me twice at point-blank range on two different occasions, 
while engaged in my normal occupation at that time of a commercial 
driver and "under load." The minimum stand-off distance for this device 
is 20 meters. Apparently these "scum" don't even bother to read 
the owner's manual. 


http ://www.laserdazzler.net 


LE Technologies, LLC. is now offering for sale the 

Compact High Power (CHP) Laser Dazzler™ (Patent Pending) 

The CHP Laser Dazzler™ is specifically designed for applications where 
subject vision impairment must be achieved at distance, in very bright 
ambient conditions including clear sunny daylight. It is the most compact 
laser device available that is suitable for this purpose. 


Specifications: 

500 Milliwatt, 532nm (Green) "Flashing Laser" 

"(Probably at Schumann Resonant Frequency ~ 7-14 Hz)" 
Overall Length 11 Inches, Maximum Diameter 2.25 Inches 
"(Objective Lens)" 

Powered by Primary Lithium Batteries 


ANSI NOHD - *29 meters for 0.25 second exposure duration. 
ANSI NOHD - *45 meters for 10.0 second exposure duration. 


The CHP with its higher power creates a credible glare effect in a larger 


spot size for use on moving vehicles or individuals. This feature is critical 
for the protection of Entry Control Points and convoys, at distance, in 
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bright ambient conditions. 


*Ongoing eye examinations continue to demonstrate no eye damage from 
repeated direct exposures of the CHP at and beyond the "minimum 20- 
meter stand off distance." 


LASD Sonic Blaster: These are now called LRADs (Long Range Acoustic 
Device, image on right). They are often mounted on tank chassis; and 
used for crowd control. 


http://defensetech.org/2005/08/11/l-a-cops-super-sonic-blaster 


"On Thursday, August 4th, we put the magnetic acoustic device (I'm not 
sure it has a name yet, so this one will have to do for now) to the test on 
one of our ranges... Using a variety of sounds from human voice to music 
to sound effects (screams, shouts, gunfire, sirens, and the like), we 
succeeded in listening to the sounds from the transmitter located one 
statue mile in the distance!" 


LASD Commander Sid Heal 
They also have vehicle mounted units that can produce earsplitting noise, 
even when wearing hearing protective ear muffs with an NRR (Noise 
Reduction Rating) of 30, which is the highest. These are made by 
"Howard Leight," and others. 


http://www.howardleight.com 
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**Some of the sound effects used by them are very terrifying and include 
animals screaming, people laughing, etc., which in my opinion should 
only be used on a battlefield against enemy combatants, not against 
"American citizens" while on "American soil," and especially while NOT 
engaged in either criminal activity or public disorder. 


The Viper Car Alarm System: 


www.viper.com 

This alarm creates earsplitting noise and will be set off by the operator 
whenever you pass. The RKE (Remote Keyless Entry) device can transmit 
more than one statute mile. The operator can be at a remote location 
when using this to harass you, keeping his identity secret. (The 
metaphor here is that the operator of this device could just as 
easily have been detonating a "bomb" by remote control, which is 
why I believe that jamming technology needs to quickly become 
available as a countermeasure for this tactic). 


These devices operate at the following frequencies: 


North America & Japan: 315 MHz 
Europe: 433.92 & 868.35 MHz 


Written and edited by Sophie Scholl, March-April 2010. 


"The Sun still shines." 


"Just not on human rights" 


111/138 


Bonus 
Material 


112/138 


IX-NEIGHBOURHOOD POLICING: 
CARESSING THE COMMUNITY 
WITH AN IRON FIST 


CitoyenNEs OpposéEs a la Brutalité Policiére 
(Citizens Opposed to Police Brutality) 
c/o The Alternative Bookshop 
2035 Boulevard St-Laurent 2nd floor 
Montréal, Québec 
Canada 
H2X 2T3 


If you are a witness or victim of any type 
of police brutality, contact COBP 
http://cobp.resist.ca/ 
voice mail 00+1+514 395 9691 
cobp@hotmail.com 


This document is anti-copyright. 
Feel free to copy and distribute. 


"Savvy law enforcement types realized that under the community policing 
rubric, cops, community groups, local companies, private foundations, 
citizen informants and federal agencies could form alliances without 
causing public outcry." Covert Action Quarterly, summer 1997. 


How often do we hear that policing is one of the most difficult jobs 
around? The hostility towards police is at a peak. On the one hand, the 
mass media, relying on its familiar tactics of sensationalism, exposes the 
most embarrassing scandals involving our uniformed authorities. On the 
other hand, hatred of the cops, formerly expressed openly only by groups 
which were relatively marginal (the radical left, the punk scene, etc.), has 
picked up steam. The latter is most of all an outgrowth of the hip-hop 
scene, which does not mince words, propelling criticism of the forces of 
law-and-order into the ranks of mass culture. 


This hostility increases the "siege mentality" syndrome, resulting in the 
police feeling alienated from the rest of the very population that they are 
supposed to "serve and protect," thereby developing a paranoid "us 
against them" vision of society. "In the underprivileged 
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neighborhoods of the great industrial metropolises of the 
industrialized world the behavior of the police on patrol, the 
frequency of their abuses of power, and above all their smudges 
on their own blotter, create a rare unifying cause of anger among 
the poor." This unity sometimes extends even to rival gangs, who often 
on the night of a riot wind up side-by-side, making common cause. This is 
no minor paradox: "the disaster for the police is that they tend to 
produce exactly the opposite effect of their mission of preserving 
social peace.” Their repressive action itself becomes the principal 
catalyst for some of the most important urban uprisings of our era! 


The depths of the crevice between the police and the residents of the poor 
neighborhoods, and most of all the danger this represents, was 
highlighted by the "Kerner Commission" in the United States. This 
inquiry was set up following the Detroit riots of 1967, a veritable urban 
insurrection causing $500,000,000 in damage to private property and 
crushed in bloodshed by the National Guard at a cost of forty-three deaths 
and 2700 arrests. The conclusions of the Kerner Commission 
constitute one of the first arguments for community policing: 


"The Commission believes that police cannot, and should not 
resist becoming involved in community service matters. There 
will be benefits for law enforcement no less than for public 
order. First, police, because of their 'front line position’ in 
dealing with ghetto problems, will be able to identify problems 
in the community that may lead to disorder. Second, they 

will be better able to handle incidents requiring police inter- 
vention... Third, willing performance of such work can gain 
police the respect and support of the community. Finally, 
development of non-adversarial contacts can provide police 
with vital sources of information and intelligence concerning the 
communities they serve." 


It isn't necessary to go so far back in time in order to establish the causal 
link between riots and community policing. In Amiens-Nord, France, the 
explosion of anger on the part of youth, during which the head of the CRS 
received a pellet of buckshot right in the chest (!), convinced the 
authorities to opt for "in the vicinity policing," the local variant of 
neighborhood policing. The special correspondent of the newspaper Le 
Monde reported that, "Little by little, order and calm have returned." 
"The municipal police have established themselves in the middle of the 
city." "Working together with social workers, they have set about to 
reconquer public opinion, on foot and without weapons, unlike "their 
colleagues" from the national police." (Le Monde, January 20,1998) 
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Closer to us in space and time, the riot in Saint Hyacinthe, last January 
27, during which some 300 youths threw rocks at a handful of 
overwhelmed cops, put the plan to develop a community wing of the 
municipal police back on the agenda. In his three-page report on the 
event, Lieutenant Bessette wrote, "It is necessary to multiply our efforts, 
both on the part of management and on the part of the union, in order to 
establish a set of fundamental principles for community policing, 
particularly with regard to resolving the problem of partnership." Jacques 
Berger, a spokesman for the Maison des Jeunes, called for closer 
relations with the police: "All they need to do is to stop at places like ours 
or at playgrounds on a regular basis, during their patrols, if only for five 
minutes, and ask those present if everything is okay." (Le Courrier de 
St-Hyacinthe, February 3, 1999). 


Community policing thus represents more than anything a modernization 
of the police apparatus, the goal of which is to defuse revolt before it 
erupts. It does not involve a new police, but rather a strategy to 
"maintain" the social status quo, a complement to that which already 
exists, an extra string in the law enforcement bow. However, the fears of 
the authorities cannot by themselves explain why we now find ourselves 
coming to grips with the "institution" of community policing. Chris 
Murphy has provided us with another part of the explanation: "With some 
exceptions, Canadian policing is typically a modified response to, or copy 
of, U.S. police ideology and practice." "This perhaps unavoidable 
importation of police ideology, research and technology, though 
sometimes modified and reformulated to meet Canadian conditions, 
explains the origin and pattern of much development and innovation in 
Canadian policing over the last ten years." (Community Policing in 
Canada, p.14). 


Wherever the project of community policing has appeared, it has first of 
all run up against the suspicion of those primarily concerned; i.e., the 
cops themselves. These individuals are not noted for their openness to 
change. Eventually, certain among those that are least challenged 
intellectually (!) come to understand that the police apparatus has 
everything to gain by the move to community policing. This is no doubt 
why different adaptations of community policing exist today in dozens of 
countries over five continents. 


The promotional discourse of community policing, poor in ideas but rich in 
ambiguities, camouflages insidious projects that are hardly admissible in a 
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régime which ritually congratulates itself on its democratic character. It is 
important to avoid the error of assuming that the implementation of 
community policing represents a reaction of weakness or sign of softening 
on the part of the authorities. On the contrary, however bizarre the 
peculiar combination of the words "police" and "community" may seem to 
the ears of sensible people, this formula serves as an ideal cover for a 
broad-based police offensive "against society." Wherever the seeds of 
community policing have been sown, "the abuse of power against 
the civilian population has intensified." This is especially true for 
the cops’ favorite victims, those who, marginalized by capitalist 
society, have become easy targets. This is a reference to those 
among the poor who have been pushed into illegality in order to 
survive, and who practice trades posing a high risk of 
criminalization. 


Despite everything, it is worthwhile to make a closer examination of one 
of the most popular expressions in community policing terminology: 
"problem solving." By this, the community police "pretend" to turn over 
a new leaf in rejecting the old, worn-out model of "reactive policing." The 
community police set as their goal not simply to anticipate the "problem" 
but to eliminate its source. Will the community police "campaign 
against" the inequality in income between rich and poor, and against the 
criminalization of people consuming drugs, two of the principal causes of 
most property-related crimes? Surely not, as this would lead to more 
unemployed police! Given this irreconcilable disagreement as to the 
source of problems, the intention of the police to definitively solve them is 
hardly promising. 


In fact, problem solving is only an excuse to "increase" the repressive 
mandate of the police. The reasoning of community policing with 
regard to problem-solving relies essentially on the theory of the 
"broken window" of the criminologists James Q. Wilson and 
George Kelling. This theory can be summed up as follows: If a broken 
window in a building is not replaced, it is most probable that the 
remaining windows will come to the same end, quite simply because 
neglecting to resolve this problem sends a signal that no one could care 
less; and this in turn will ostensibly be interpreted as in invitation to 
window-breakers that they can repeat the infraction without fear. For the 
police, this theory is the ideal justification for the policy of "zero 
tolerance" for misdeeds, no matter how insignificant. As the old 
maxim says, "give 'em an inch and they'll take a mile." Thus, the 
traditional mission of the police to curb crime is enhanced by a new 
vocation: attacking "all" manifestations of "public disorder," such 
as pissing in the street, running a red light, etc. 
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**Note by reviewer: 


Another aspect of the theory of "broken windows policing" is that it is a 
minority of individuals that commit the majority of crimes. Therefore 
"targeting" or "eliminating" these individuals will reduce the majority of 
crimes committed in society. For the police, this theory is the ideal 
justification for "summary executions." 


This can be treated elastically, by substituting the word "disorder" for 
"crime." 


Comment by: Sophie Scholl, April 5, 2010. 


Imagine for one moment, if the police would tolerate the unemployed who 
spend the day sitting in public places, what kind of lesson this would give 
the rest of the "active" population. For the good of all, the community 
police officer has to order the jobless person to get up and march down to 
the employment center before everyone else imitates him or her and 
takes off from work! Seriously, between this coarse exaggeration and the 
reality of the situation there is only a step, and it is one that numerous 
cops make with disconcerting ease. It must be maintained, though, 
that the eagerness with which the police dislodge the experts in 
loitering is surely more attributable to their mentality of narrow- 
minded suburbanites who don't like the sight of poor people than 
to an elastic interpretation of the theory of broken windows. 


A RAPIDLY GROWING POLICE APPARATUS 


The promoters of community policing themselves acknowledge the goal of 
making the police more "visible," more present on the street. This 
increased visibility is obviously not brought about by waving a magic 
wand, but indeed by squandering public funds: 


* In Laval, having community police allowed for the addition of six new 


stations referred to as "public security centers" and the hiring of 
twenty-four auxiliary police officers. (Journal de Montréal, 
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November 27, 1998). A week earlier the "Police Brotherhood" signed 
a new contract authorizing an increase in salary amounting to 5.16%. 
(Journal de Montréal, November 18, 1998). 

* In Halifax, the advent of "community based policing" resulted between 
1985 and 1988 in an annual police budgetary increase of five percent 
at a time when the municipal administration insisted upon a three 
percent growth limit for other services. (Community Policing in 
Canada). 


U$A: A COMMUNITY FACADE FOR A WAR ON CRIME 


After more than a decade along the community policing road this formula 
succeeded in convincing the heavyweights; that is, the occupants of the 
White House. On September 13, 1994, President Clinton, with the support 
of the members of congress from both of the two parties which dominate 
American Political life, the Democrats and the Republicans, signed into law 
the "Violent Crime Control and Law Enforcement Act." This law 
authorizes the Federal Government to spend 8.8 billion dollars over six 
years to allow local police forces to hire 100,000 supplementary officers to 
patrol streets! Using the circumstantial pretext of "promoting community 
policing strategies," the Clinton administration has managed to mobilize a 
veritable army of cops! The program responsible for financing the one 
hundred thousand new police officers is, indeed called Community 
Oriented Policing Services (COPS). 


By using the alibi of community policing as a facade, the Clinton 
régime has realized a tour de force, managing to rally to its 
crusade for law-and-order the few influential liberals who still 
believe that the war against crime does not deserve the pure-and- 
simple abolition of civil rights. In order to guarantee the success of 
the COPS program with police forces, there is no question of hindering the 
gendarmes by insisting that they supply details of the ways in which they 
plan to use the above-mentioned moneys to provide innovation in the 
domain of community policing. The Secretary of Justice has managed to 
simplify the procedures necessary to obtain funds. For small cities 
applying for the program, a one-page form has been deemed sufficient. 
For any request for additional community cops, there is not even any need 
to submit a new application: one just has to indicate the quantity of 
reinforcements desired! 


Clinton's electoral opportunism does not provide a complete answer as to 
why he has gotten so heavily involved in generalized coppery. Having 
played the role of sheriff of the whole world, Washington discovered that it 
had perhaps neglected what might be called the "home front." It is true 
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that the phenomenon of insecurity had reached such a level that the rich 
were no longer able to gaze at the news programs on their 27 inch color 
tv screens without hearing about the poor in the ghettos who can't stop 
killing each other. Ignoring the existence of the classes living in misery 
became difficult if not impossible, seeing that the daily spectacle of their 
armed deeds, broadcast in living color, had emerged as part of the ever- 
present plethora of ultra-mediated criminal exploits. Worse yet, the image 
of an America in the grips of uncontrollable urban violence risked being 
hazardous to the first imperialist power on the planet! 


In order to join battle with this "threat from inside," who can be better 
placed than all of those ex-GI's, from the US Army, having been 
discharged for lack of a cold war and who are certainly in need of action? 
The Clinton administration asked the very same question. In collaboration 
with the Department of Defense, the funds from the COPS program 
finance the recycling of freshly-demobilized soldiers into happy community 
police officers! The military/police association does not stop there: In an 
article appearing in the American police union magazine "Law and Order," 
an advocate of community policing reveals what inspires this type of 
strategy: "The military calls changing an enemy's or a population's 
thoughts ‘Psychological Operations' or PSYOPS." Community 
Oriented Policing does the same thing.” (Law and Order, May, 
1995). 


COMMUNITY POLICING TO THE RESCUE OF THE SOCIAL ORDER 


Many people must wonder where the police dug up that idea of 
"community." What does it really mean to live in a "community" in a large 
city such as Montreal, where the rate of people living alone is staggering, 
where multitudes of people living in silent asphyxiating anonymity pass 
each other daily in the subway or on the street without ever exchanging 
words? In the absence of a "real community," where neighbors know and 
relate to each other on a non-fictitious basis, the idea of "community" 
conveyed by the police is clearly a fabrication, based essentially on the 
representation of this concept by the small neighborhood weekly 
newspapers. Leafing through the pages of these rags gives one the 
portrait of the "community" that the police seek to Serve and Protect. All 
the respectable (?) members of the local establishment have their photos 
placed in there as often as possible, as do various elected officials, 
pictured handing over envelopes to representatives of associations and 
"self-proclaimed" spokespersons for their respective memberships. Side- 
by-side with these images lie the various ads from small businesses. It is 
in newspapers such as Les Nouvel les de l'est, distributed in Hochelaga- 
Maisonneuve and Le Progrès de Villeray that the neighborhood police 
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put out their little columns, written up by designated socio-community 
officers who don't happen to be illiterate. 


Because this "community" only really exists for those whose function it is 
to represent it, it is in "their" interests that the neighborhood police 
dedicate themselves. Fundamentally speaking, community policing in no 
way alters the dominant social structure; it only attempts to solidify it 
locally, volunteering to be its avowed accomplice and acting in collusion 
with its mercantile aspirations. With their new "community mission" 
the police wish to legitimize their practice of "protection," a 
practice which has always existed, in order to exploit it without 
hindrance. The police find themselves pushed in this direction by 
the fact that their position in the security market is being 
threatened by private agencies experiencing an electric 
expansion. According to the Canadian census of 1991, there were 
61,500 cops working in police forces as opposed to 104,000 security 
agents employed by the private sector. Seven years later police force 
personnel had decreased to a total of 54,311 whereas the number of 
private security agents had doubled, reaching 200,000! (Maclean's 
January 12, 1998). Thus, the Reign of Competition has not spared our 
police forces. 


Five days before his project was adopted by the MUC (Montreal Urban 
Community), then Police Director Jacques Duscheneau solicited an 
interview with Le Devoir in order to exert pressure on elected municipal 
representatives. He used the occasion to selfservingly brandish the threat 
of "private policing." "Worse than budgetary constraints is competition 
from the private sector [private detectives, investigation services, security 
agents, etc.]." "We've always seen ourselves as a monopoly and it's 
becoming less and less the case," said Duscheneau, nevertheless later 
adding that this competing police "must become an ally." (Le Devoir, 
November 27, 1995) 


What Duscheneau was obviously not saying is that in order to pull 
the rug out from under the feet of the private sector, it is 
necessary for the police to attend to and to fulfill the expectations 
of those social elements which are providing the "demand" for 
security, that is: private interests, whether in the form of well-to- 
do individuals or enterprises. In short, who we are referring to are 
those who have enough merchandise to invest in its protection. Last year, 
the spokespersons for SIDAC, an association representing 120 downtown 
Montreal merchants, played the private police card in order to put 
pressure on the MUC Police so as to get the Force to adopt a hard line 
when dealing with street youth. It was only necessary for Remi Caron 
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of SIDAC to predict that merchants might "hire armed guards" to 
get the new Director of the MUC Police, Claude Rochon, to 
announce that an additional sixty officers would begin foot patrols 
in the district. (La Presse, May 15, 1998). Nevertheless, two weeks 
after the appearance of police reinforcements, as the merchants’ appetites 
were still unsatisfied, the Director-General of SIDAC returned to the 
charge, declaring that "behind the scenes it's being said that nothing is 
being done;" "there will be some contacts signed!" (Le Devoir, June 6, 
1998). In other words, "private" strong-arms might be hired to break the 
legs of certain young people. 


As was true for the oldest of police forces, the community police do not 
"merely" "remain" the loyal ally of the powerful. In order to curry their 
precious favor, they, also, do "not" hesitate to "harden" their 
repression against the poorest in society. Examples abound of the 
bias of community police in social conflicts between commercial interests 
and those who are economically deprived. 


Thus, the increase in "police visibility" alluded to above is designed to 
place a veil over an explosion of poverty which is becoming difficult to 
hide, particularly in the centers of our great metropolises. In fact, 
everywhere that police announce their conversion to the "community 
approach," we note that politicians hesitate less and less to adopt a 
"policing" approach to social problems, or rather to divert them in 
such a way as to avoid taking the bull by the horns. From Vancouver to 
Toronto, where community policing has a longer history than in Montreal, 
elected representatives tackle the problem of a skyrocketing 
homeless population with an approach that is resolutely 
repressive. And because there are drugs in the street, those living there 
or even merely "loitering" are automatically deemed to be "mixed up" in 
narcotics-related violations of the Criminal Code! 


Only several months after the inauguration of Station 21, "street 
workers in downtown Montreal" made a rare public denunciation of 
the police, angrily scolding them after an anti-drug operation involving an 
imposing deployment of a hundred police officers, including thirty-five in 
plainclothes and the rest in riot gear. The event took place on October 1, 
1997, at "Berri Square" and at "Place Pasteur," two locations often 
frequented by street youth. "They nabbed everyone who looked 
marginal." "They even accosted students on their way to classes because 
they were wearing mauve hair or leather windbreakers." The new 
community approach had already left the bitter taste of treason: 
"During the whole summer long, the police had shown an 
openness of spirit and a willingness to 'not' 'needlessly' 
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'judicialize' problems which could not be solved by repression." 
Police Station 21 had even assigned an officer who "we" considered an 
ally and who many youths considered a friend. This cop could be found in 
the middle of the action pointing out individuals to be arrested. "He was 
acting as a double agent, unless he himself had been screwed by his 
bosses," concluded the spokesperson. (La Presse, October 23, 1997). 


It may be that the war on drugs, which we all know is lost in advance, is 
not sufficient to convince the public of the legitimacy of repressive action 
against street people. This represents no problem for community 
police forces which are not exactly on the lookout for alternative 
solutions. It suffices, they have determined, to undertake lobbying 
campaigns with citizen-partners in order to create new infractions. 
Thus, in Vancouver in April 1998, panhandling became an offense 
punishable by fines stretching from a minimum of $100 to a maximum of 
$2000. The by-law adopted by the elected municipal officials forbade 
begging near places such as banks, automatic tellers, bus stops and 
liquor stores. Solicitation is only permitted if practiced at a distance of 120 
feet away from those "strategic" locations. 


Four years earlier, the Community Policing Office (CPO) in Britannia, 
Vancouver had initiated a campaign to have such a measure adopted. In 
May 1996, during a neighborhood assembly held in the CPO of Britannia, 
begging had been placed on the agenda "even though not one of the 
participants in attendance had expressed a desire that this 
activity be prohibited." Later, however, the community cops of CPO 
Britannia used one of their phony consultations in order to affirm that 
"aggressive begging" was disturbing "everyone" and thus they succeeded 
in convincing the elected municipal representatives of this. Whatever 
comes out of these types of meetings, the police can say that they have 
consulted the public, so that they can subsequently add more political 
weight to their demands. 


A SPRAWLING POLICE APPARATUS 


It quickly becomes apparent that the interest manifested by the police in 
drawing closer to the community is for the purpose of "exploiting it" as an 
inexhaustible source of information. Informing is central to the 
relationship between the community police and "concerned 
citizens." It is for this reason highly significant that one of the ways in 
which community policing was introduced to Quebec was with the 
emergence, towards the end of the 1980's, of televised informing 
programs. In an article entitled, "The real fiction: the Info-Crime 
programs," the author criticizes this "perversion of the community policing 
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model:" "Info-Crime," the Quebec version of Crime Stoppers, is first and 
foremost a non-profit corporation affiliated with the Chamber of 
Commerce of Metropolitan Montreal and financed by "honorary members" 
such as the Association of Canadian Bankers, the Insurance Bureau of 
Canada, the large oil companies and the major convenience store chains. 
Info-Crime is also and above all a program appearing in "certain media" 
of prevention and repression of certain crimes. And "these media" are 
precisely those that exploit criminal events. In Montreal, these are 
the television networks CFCF and Quatre-Saisons, the radio stations CKAC 
and CKVL, the dailies "The Gazette" and "Le Journal de Montréal" and the 
weekly "Photo-Police," for the most part, popular media with a 
reputation of making headlines out of incidents.(...) Thus, the 
more informants and informing, the more "media events!" 


"Participating private enterprises project the image of good corporate 
citizens, and the traditional police get something out of the operation, 
"since these programs do not appeal to citizens to identify 
problems as they themselves perceive them, 'as called for by the 
principles of community policing,’ but to collaborate with the 
police who ‘preserve’ their monopoly on the maintenance of order 
and the struggle against crime." The article thus raises one of the 
principal contradictions in the promotional discourse of community 
policing: Academics, having identified the "fear" of crime as a factor which 
engenders it, defend the idea that a police force working closely with the 
population will be capable of diminishing this phobia. However, this 
very fear of crime is itself "exploited" by the police apparatus so 
as to increase its powers, budgets, resources, etc. (Georges-André 
Parent, Revue Internationale d'Action Communautaire, 1994, 
pp.171-179). 


In 1996, the Cellular Communications Industry Association 
Foundation instituted the Communities on Phone Patrol Program 
(COPP). Today, more than 440,000 volunteers throughout the U$A are 
equipped with COPP telephones, which have in turn enabled them to 
report more than 45,000 crimes per month!!!! On July 7, 1998, the 
enterprises Cellular One and Ericsson Mobile Phones announced that they 
would offer five hundred cellular telephones to volunteers of 
Neighborhood Watch groups scouring the streets of Washington, D.C. 
"This gift will bring the total number of COPP phones with service donated 
by Cellular One in the Washington/Baltimore area to 808, maintaining our 
proud position as the leading provider of airtime for COPP programs in this 
region," rejoiced Jim Carter, ranked number two in marketing for Cellular 
One. The donation of cellular phones has reached 12,000, each 
programmed with an emergency number which places volunteers 
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in direct contact with the police by means of a mere touch. Ericsson 
is a multinational enterprise with 100,000 employees spread out in 130 
countries, whereas Cellular One belongs to SBC Communications, Inc., 
which owns investments in 10 countries, employs 118,000 and reported 
revenues amounting to twenty-five billion US dollars. (Business Wire, 
July 7, 1998). 


The police of the city of Kanakee, Illinois offer a very special course, the 
Landlord's Training Program. This free course, of six hours duration, 
deals with among other subjects the following: screening potential 
tenants, warning-signs of illegal activities, evictions, working with the 
police, reducing chronic troubles, etc. 


In the city of San Diego, the District Attorney, the housing inspection 
service, and the police work conjointly in an anti-drug squad, DART (Drug 
Abatement Response Team). In six months, seventy dwellings were 
stung by DART. 


YOUR CHANCE TO BECOME "THE EYES AND EARS OF THE POLICE" 


As a result of its controversial nature, enrollment of citizens in backing-up 
the police constitutes one of the most delicate stages in the 
implementation of community policing. The notion of civilians on a 
large scale patrolling the streets and informing the police does not 
escape conjuring up the specter of the "classic police state." It isn't 
necessary to suffer from conspiracy paranoia in order to predict such a 
somber future. The threat is not imaginary. Developments are taking 
shape, not in secret, but before our very eyes. The risks are extremely 
high, since until now no influential voice has been heard to denounce this 
ominous eventuality. 


However, the promotional material put out by the Neighborhood Police 
couldn't be clearer. The publicity posters of the Neighborhood Police, 
which massively invaded the vehicles of the MUC Police in 1997 and 1998, 
extended an invitation by means of a visual message: It is not 
coincidental that on all these posters, on which one observes citizens in 
the company of police officers, everyone smiling from ear-to-ear, the 
police cap sits on the head of the citizens. The targeted 
psychological effect is not only to break the mental barrier separating 
cops from civilians, but moreover to encourage the population to 
identify with the office and thus the role of the agents of law and 
order. 
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With the adoption of the slogan, "YOU ARE THE NEIGHBOURHOOD 
POLICE," appearing on the pages of the second promotional circular of 
the Neighborhood Police, which appeared in February, 1998, the message 
became all the more crass. The promoters of neighborhood policing have 
chosen the term "partnership" to define the new relation that they mean 
to develop with the citizenry. It would have been more appropriate to 
use the term "collaboration," but the strategists of the MUC Police no 
doubt understood that their "citizen partners" risked being labeled 
"collaborators." In order to welcome citizens who missed their calling, that 
is to become law enforcement officers, two structures were put into place: 
Informing Partners Committees (Comités Aviseurs de Partenaires- 
CAP) and the Institute for Police Partnership with Citizens (Institut de 
Partenariat de la Police avec les Citoyens-IPC). 


Each of the forty-nine neighborhood police stations have been equipped 
with these CAPs, "which are made up of a dozen individuals coming from 
representative organizations of the district." The expectations of the 
community police are transparent: "We will be asking you to identify 
public security problems in your neighborhood and to 'participate' in 
putting solutions in place." As far as the IPC is concerned, it has offered 
since October 1, 1997 to participate in a session of eleven free classes on 
different aspects of police activities, including "utilization of force by the 
police," Narcotics Division (plain-clothed police and infiltration) and 
participation in an activity of familiarization with the motorized patrol. The 
forty participants will be encouraged to become involved in 
"demonstrations" and "role-playing." On the registration form it states 
that, "Considering the nature of the sessions being offered, all applicants 
will have to pass a security check." During a press conference the then 
Number One of the MUC Police Jacques Duscheneau admitted that, "It is 
not impossible that we will develop a more elaborate partnership link," 
mentioning that in Ottawa volunteers were being trained in the 
neighborhood police stations. (La Presse, August 20, 1997). 


This is already an established fact in Quebec City, where since 1995 
community stations are directed by youth, representatives of community 
organizations such as l'Oeil (The Eye) and students in police technology 
(LA Presse, July 9, 1995). According to a reliable source, during the 
epic Saint-Jean Baptiste riot of 1996, volunteers armed with baseball bats 
stood ready to defend their station. 


With the IPC, the MUC Police is but imitating the American version called 
the "Citizens' Police Academy," begun in 1985 in Orlando, Florida, 
which in turn drew its inspiration from a similar experiment in Great 
Britain. Since then, the formula has spread like wildfire to the four corners 
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of the U$A. In the State of Massachusetts alone, no less than 103 
of these "academies" were registered in 1997, an increase of 50% 
over the previous year! (The Christian Science Monitor, May 15, 
1997). This infatuation can be explained by the popularization of police 
culture through the vehicle of numerous pro-cop television shows. The 
Freemont Police Department openly stresses this phenomenon to fill its 
classes at the local Citizens' Police Academy. Hence the following in the 
City of Freemont Community Newsletter: "Are you a fan of Dragnet, 
Hill Street Blues, or NYPD Blue? If these television shows have piqued 
your interest in law enforcement, here's your opportunity to explore local 
police activity." 


On the website of the Pueblo County Sheriff's Department, the objectives 
of its "Citizens' Academy" are insultingly obvious. The Sheriff wants a 
group selected from "community leaders" and "interested 
citizens" who will complete the courses to become "our" ambassadors to 
the community to help citizens better understand law enforcement. In 
addition, these academy classes are the nucleus of an alumni group that 
supports us on issues we've struggled with for a long time, without 
overriding understanding and long-term public support. The citizens who 
graduate from the "academy" will be invited to devote themselves to the 
sheriff in numerous ways, among others, by "showing support for the 
sheriff's department at budget hearings," "entering data in computers," 
"assisting at fund-raising events," and "leading Neighborhood Watch 
groups throughout the country," etc. 


"San Diego, California is in the vanguard among cities in the 
enrollment of civilians to support police actions." On its website, the 
San Diego Police Department boasts of its successes such as 
Neighborhood Watch, a sort of hierarchically-organized district vigilante 
operation, replete with community coordinators and even "block 
captains"(!), and the famous Citizens' Patrol, which "acts as our eyes 
and ears to observe suspicious activity and to eliminate 
problems.” Begun in 1990, the Volunteers in Policing (VIP) program 
managed to recruit in seven years of existence more than a thousand 
citizens craving for law and order. The VIP is divided into five sections: 


* A Crisis Intervention Team, charged with providing assistance to 
citizens who have just been victimized and providing emotional support 
and essential resources (lodging, food). 


* Retired Senior Volunteer Patrol, comprising citizens age 55 and over, 


who pass their spare time patrolling neighborhoods and verifying the 
security of homes whose residents are absent. These tasks are 
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performed with the assistance of a radio-equipped police car, so that 
real cops might be contacted should their intervention be necessary. 


* Police Reserves, formed of volunteers who have completed the Police 
Officers Standards and Training course at the Reserve Academy. They 
enjoy "limited powers" of street patrol. 


* Critical Incident Management Volunteers, who assume responsibilities 
on the level of communications, operations of command posts 
evacuations, etc. 


* The remainder of the citizen-participants of VIP forms a nucleus of 
people who can be found inside each of the facilities of the SDPD, 
including the Police Academy, the Pistol Range and the Crime 
Laboratory, holding down more than 25 different functions. 


In New York, a police officer came up with the idea of using homeless 
war veterans to patrol the streets of certain rough areas. Thus were 
born the "V-COPS" (Veterans' Civilian Observation Patrol), who keep 
a lookout in the vicinity of banks the day that welfare checks arrive. 
During the first nine months of 1995, twenty-seven members of the V- 
COPS provided more than eight-thousand person-hours of street 
presence. One of the V-COPS described the impact of their group on the 
security of the neighborhoods: "Our presence deters [criminals] from 
coming into the neighborhood. They know who we are. They know we're 
war veterans. They think we're probably psycho or Rambo, and they walk 
away." (Community Policing:Theory and Practice, 1994). 


You have to be extraordinarily naive, or purposely shut your eyes 
to not see that these types of "popular" vigilantism give free rein 
to the "worst deviations." If the police have become masters at 
the art of dodging the institutional controls fencing in their power, 
imagine how zealous citizens, free of all ethical rules might "take 
advantage" of the situation! In Birmingham, England, the authorities 
take pleasure in citing the example of the mobilization of the residents of 
the reputedly "hot" district of "Balsall Heath," who organized as 
vigilantes. As a replacement for urban insecurity stemming from the 
concentration of dealers, procurers and customers prowling around in 
cars, there emerged the authoritarianism and even "terror" of the 
Street Watch groups. According to "Cari Mitchell" of the "English 
Prostitutes Collective," The women in our network have complained of 
numerous assaults perpetrated by members or ex-members of Street 
Watch, attacks which in certain cases were "potentially fatal" or which 
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"necessitated hospitalization.” To whom can the women complain 
if their assailants are working hand-in-hand with the police? 


Today regrouping close to 200 volunteers, Street Watch qualifies its 
tactics as "non-violent harassment.” The vigilantes insure nocturnal 
surveillance, inspect the identity of those entering the neighborhood, 
note the registration numbers of automobiles and install cameras and 
alarm systems. Certain social workers have become the targets of 
these Protectors of Puritan Order and have been insulted, spat 
upon and had their cars riddled with stones. Macho-Rambo culture 
has obtained the upper hand and many women feel imprisoned in their 
own homes. Even "Reverend" Pam Nicholson, who was vicar of 
Balsall Heath, got a taste of "non-violent harassment:" One night, 
while walking her dog, the vigilantes wanted to know why she 
was wearing a pastor's shirt which had... short sleeves! "Today, I 
work in a district which has a much worse reputation, but I feel 
safer there than with the vigilantes of Balsall Heath," she said. 
(Courrier International, February 4, 1999). 


**Note by reviewer: 


The community policing apparatus, which employs massive numbers of 
civilian spies that act as the "eyes and ears of police," and whose 
members are not only enabled, but "trained" to engage in "harassment" 
tactics, allows the police to use a person's friends, family, neighbors, 
coworkers and potentially everyone a person comes into contact with to 
commit acts of torture, not only by proxy, but also by "remote control," 
without providing for or allowing any un-extraordinary means or methods 
of tracing those acts back to their original instigators "the police," and 
thereby undermining and preventing, not only the "lawful and just" 
actions and compensations for those acts, but the "complaints" as well. 


Using this apparatus the police can and do turn "any" open or closed 
space into a torture chamber and can incarcerate anyone of their choosing 
in their own domicile or even drive them from it or their employment "at 
will" and they can also deny the victim the benefit of social services, for 
the homeless, such as; emergency shelter, clothing, and food, as the 
police are "mandated" under community policing to coordinate or 
"control" these services. This is not a paranoid fantasy, to which I can 
personally attest, but a "fait accompli" as may always be the case when 
the administrative capacity of the state becomes large enough, as it does 
under community policing. 
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Under "this" system the capacity of the public or an individual to resist 
the "tyranny of the state," even with regards to the most insignificant 
forms of protest, such as, civil disobedience, or even verbalized dissent, 
becomes completely undermined, producing the ultimate "chilling 
effect" and creating, not only in essence, but in fact, a "covert police 
state," of which the majority of the public may never become aware, 
while maintaining the outward appearances of a democracy. 


The "thought-police" have arrived. 


Comment by: Sophia Magdalena Scholl, May 19, 2010 


COMMUNITY POLICING AROUND THE WORLD 
SOUTH AFRICA: 


In his White Paper, Security Minister Sidney Mufamadi has proposed a 
reform of the Police Services. His proposals and the principles of 
community policing are as indistinguishable as two peas in a pod. 
One of his suggestions aims to give civilians more control over the 
policies, strategies, monitoring techniques and verification procedures of 
the South African Police Service. The White Paper advocates making the 
police more visible in various ways: preventive patrols, controlled patrols 
of limited duration targeting specific locations and high-density patrols in 
areas reputed to have elevated crime rates. Mufamadi also pitches the 
creation of a unit specialized in prevention. In addition, he calls for 
improvements in arrest techniques and the analysis and management of 
criminal information, and recommends the institution of specialized 
investigative departments and enlarging the institutionalized 
responsibilities of investigators. (Panafrican News Agency, May 20, 
1998). 


BOLIVIA: 


In La Paz on January 14, 1999, an inauguration ceremony for a 
community policing program, baptized the "Citizen Safety Plan” turned 
into open defiance when six hundred "licensed workers" who had come 
to protest against government policies were brutally repressed by the 
forces of law and order using tear gas. In addition to the damages 
inflicted upon the "community" image that the police were trying to sell 
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the public, the confrontation also left two cops with broken teeth. Under 
the CSP, district councils work together with the police, as a local 
journalist has testified, The slogan was "The Police Force Closest to 
the People." And so it was, closest, but with "sticks and blows." 
(Weekly News Update on the Americas, January 17, 1999). 
PAKISTAN: 


Founded in 1989 by a group of businessmen dissatisfied with the 
inefficiency of the Karachi police, the Citizens-Police Liaison 
Committee (CPLC) leads rescue operations seeking to liberate other 
businessmen who are victims of kidnappings. In its first year of existence, 
the CPLC claimed to have solved eighty percent of abductions without 
paying one cent in ransom. Nine years later, the CPLC is on the cutting 
edge of "repressive" technology, employing "telephone-tapping" and 
"voice-matching equipment," and possessing a data bank on local 
criminals. (Guardian Weekly, week ending March 1, 1998). 


BRIEF HISTORY OF THE NEIGHBORHOOD POLICE 


October 3, 1995: The neighborhood policing project, as conceived by the 
MUC (Montreal Urban Community) Police, is made public at the Public 
Security Commission. 


October 24 and 25, 1995: Only 18 organizations (and one solitary 
citizen) expressed opinions about the project during consultations 
organized by the Public Security Commission. The principal opposition 
comes from the "Police Brotherhood." 


November 29, 1995: the MUC Council adopts The Neighborhood Police 
project. 


February 23, 1996: A majority of MUC Councilors vote to loan 18.5 
million dollars in order to set up the Neighborhood Police. $1.6 million is 
earmarked for salaries to be paid to the "nine members" of the 
Committee in order to establish and develop the Neighborhood Police, and 
$15 million is to be spent on the purchase of computer equipment 
(including the replacement of mobile terminals with 462 portable 
personal/micro-computers at a cost of $6.9 million). 


August 14, 1996: Agreement in principal with the "Police Brotherhood" 


to renew its collective agreement. The union withdraws its opposition to 
neighborhood policing as 4000 officers receive a pay increase of 5.3%. 
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January 1997: Launching, accompanied by great fanfare, of the 
Neighborhood Police (phase 1): MUCTC subway cars are (for several 
months) inundated with posters; an 8-page English and French circular is 
distributed to 900,000 homes, etc. Twenty-three new stations are 
promised by the MUC police, of which a dozen open their doors. 

August 19, 1997: The MUC Police Department announces the creation of 
a program offering people the opportunity to take courses in police work. 
The Institute for Police Partnership with Citizens (Institut de 
Partenariat de la Police Avec les Citoyens-—IPC) is to welcome 40 
citizens to its first session of 11 classes beginning on October 1. 


October 7, 1997: Police Chief Duscheneau threatens to withdraw 
participation of the MUCTC in the Carcajou Squad if the Quebec 
government does not honor its promise of providing the $25 million 
necessary for the hiring of 259 police officers so as to complete Phase 2 of 
the Neighborhood Policing Project. 


December 3, 1997: The Police Force emerges victorious in its budgetary 
impasse with the MUC, receiving a $9,000,000 increase. This will permit 
the force, among other expenditures, to hire needed personnel, whereas 
for the second consecutive year public transportation will be hit with a 
financing "cut" "directly" linked with the implementation of neighborhood 
policing. 


February 11, 1998: The second and final phase of the implementation of 
the Neighborhood Police begins, even though only 16 of 26 new stations 
have set up in their new locales. A new promotional circular makes its 
appearance, and the previous-years' posters reappear in the buses and 
subways of the MUCTC (Montreal Urban Community Transportation 
Corporation). 


Written by: "Bobov," member of COBP (French acronym for 
"Citizens Opposed to Police Brutality"), March 14, 1999, 
Montréal, Québec. 


**Reviewed and edited by Sophie Scholl April 3-5, 2010. 
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LEBANON: Spy On Thy Neighbour 


by Ray Smith* (nahr al-bared, lebanon)Monday, January 18, 
2010 


Recent inter-factional clashes in Lebanon's Ain al-Hilweh 
refugee camp once more illustrated the fragile security 
situation in some of its Palestinian camps. Lebanese plans to 
take over security within the camps are rejected by the 
Palestinians. 


The new year had hardly begun when the sounds of gunfire and 
rocket- propelled grenades rocked Ain al-Hilweh camp on the 
outskirts of the Lebanese coastal city Saida. The most recent 
clash broke out when fighters belonging to the militant Islamist 
group Jund ash-Sham attacked an office of the mainstream 
Fatah movement within the camp. The fierce fighting was 
contained and eventually stopped when the camp's security 
committee intervened. 


Ain al-Hilweh and other refugee camps are home to various 
Palestinian nationalist groups, but also host different Islamist 
forces that the Lebanese government considers a threat to the 
state's security and stability. In 2007, one of those groups 
called Fatah al-Islam engaged the Lebanese army in a 15-week 
battle in Nahr al-Bared, the country's most northern camp. 
Nahr al- Bared was reduced to rubble, and 30,000 fled. 


Lebanon hosts around 250,000 Palestinian refugees, many 
living in 12 officially recognised refugee camps. They have no 
education or employment rights comparable to the Lebanese. 
The Cairo Agreement of 1969 put the camps under control of 
the Palestine Liberation Organisation (PLO), and banned 
Lebanese security forces from entering. 


Although the Lebanese government withdrew from the Cairo 
Agreement in the late 1980s and theoretically reclaimed its rule 
over the camps, the state has refrained from exercising its 
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authority. Politically, the camps have been ruled by popular 
committees, while security committees have been serving as an 
internal police force. 


When in 2006 Fatah al-Islam trickled into Nahr al-Bared 
however, the camp only had a weak popular committee and no 
functioning security committee. The Palestinian parties were 
divided, and consequently failed to push the well-armed 
Islamist group out of the camp, effectively allowing it to take 
over. 


At the 2008 international donor conference for the recovery 
and reconstruction of Nahr al-Bared, the Lebanese government 
declared that once rebuilt the camp would ‘not return to the 
environmental, social and political status quo ante that 
facilitated its takeover by terrorists', but be put under its 
authority. 


It announced that the rule of law would be enforced in the 
camp by community and proximity policing through the 
Internal Security Forces (ISF). Pointing to the destroyed camp 
as an experimental ground, the government stressed that 
success in Nahr al-Bared would promote a security model for 
other Palestinian refugee camps. 


In October 2009, a senior ISF delegation toured the United 
States to study community policing. The visit was part of a 
programme sponsored by the U.S. Department of State's 
Bureau of Narcotics and Law Enforcement. Assistance under 
the programme includes construction of an ISF police station, 
and equipment such as patrol vehicles and duty gear. Since 
2006, the U.S. government has provided Lebanon with more 
than half a billion dollars in security assistance. 


Community policing is an approach to police work in specific, 


well-defined areas. In theory, it builds on mutually beneficial 
ties between police and community members, and emphasises 
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community partnership and problem solving. The community 
police benefits from expertise and resources existing within 
communities. 


Marwan Abdulal, the PLO person in charge of the reconstruction 
of Nahr al- Bared doesn't like the idea of implementing the 
concept in the camps. ‘It doesn't take into account the 
peculiarity of Lebanon and the Palestinians' presence in 
Lebanon,' he says. If Lebanese law remained discriminatory, 
and is enforced, he said the experiment is doomed to fail. 


‘The concept is fashionable. The word 'community' sells,’ says 
Amr Saededine, an independent journalist. He says community 
policing is about getting people to spy on one another, and 
report to the security service. Ghassan Abdallah, director 
general of the Palestinian Human Rights Organisation, points at 
polls indicating that a large majority of the refugees do not 
trust the Lebanese security forces, and object to them 
controlling the camps. 


Beirut and the government palace are far from the ruins, rubble 
and muddy streets of Nahr al-Bared. Here, the reality is 
different. More than two years after the war, about 20,000 
refugees have returned to the outskirts of the camp, which is 
still surrounded by army posts, barbed wire and five 
checkpoints. Access for Palestinians and foreigners is only 
permitted with extra permits issued by the Mukhabarat, the 
Lebanese army's intelligence service. 


The Mukhabarat constantly patrol the streets and have been 
recruiting scores of new informants. An atmosphere of fear has 
spread across Nahr al-Bared. People avoid talking about 
sensitive issues such as the Lebanese state or its security 
apparatus in the presence of people they don't know. 


Women especially are recruited. Informants mostly get paid in 
phone cards. Others receive practical benefits like easier access 
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to the camp. A social worker who doesn't want to be identified 
says, ‘It's as if they planted a virus within society, which is 
difficult to get rid of.' Living under military rule and having no 
security committee, the camp's residents are unable to clamp 
down on the informants. 


The army's control over daily life 'makes people explode at 
some point,’ says Sakher Sha'ar, a hairdresser in Nahr al- 
Bared's main street. 'Why do they treat us this way? Why don't 
they treat us like the residents of the surrounding Lebanese 
communities? We're not their enemies.’ Many refugees 
remember the Palestinian revolution in the late 1960s which 
was a reaction to the humiliating rule of the army's intelligence 
branch known as the 'deuxiéme bureau’. The uprising started in 
Nahr al-Bared. 


A few months ago, the ISF set up a police post at the northern 
edge of Nahr al-Bared. The PLO's Marwan Abdulal welcomes 
steps to transform the military zone into a civilian area. But he 
says 'the problem is that when the ISF entered, the army 
remained present.’ Indeed, the ISF's role in the camp is 
currently almost zero, while the army keeps control, 
intimidating and arresting people. 


The Lebanese ministry of interior seems unsure how to let the 
ISF enforce the law. 'They would have to imprison the whole 
camp,’ says journalist Amr Saededine. ‘Palestinians are 
forbidden to own property, to work in many professions, to 
open a shop, to found a civil society organisation...' Serious law 
enforcement in the camps by the ISF would ultimately require a 
fundamental change in Lebanon's discriminating law. 


The issue at stake in Nahr al-Bared is not just its future 
security arrangements, but its governance in general. The PLO 
has realised the need for a reform of the popular committee. 
Abdulal suggests a civilian body similar to a municipality, 
consisting of the parties as well as representatives of the civil 
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society. 


On internal security, the PLO suggests self-governance to 
counter the government's intention to introduce community 
policing. Pointing to the successful model practised in Syria, 
Abdulal says there should be a Palestinian police force attached 
to the popular committee and coordinating with the ISF, which 
should remain outside the camp. 


A similar model has informally been practised in most 
Palestinian refugee camps in Lebanon. Their security 
committees have been coordinating with the Lebanese 
authorities, and have repeatedly handed over suspects to the 
state. Amr Saededine argues that if there was a serious 
attempt to re- organise camp governance and security, one 
would have to look at how society itself used to solve its 
problems, 'but dropping the Anglo-Saxon concept of community 
policing by parachutes on the camp is irrational.’ 


After some Lebanese media recently reported on a stun- 
grenade attack in Rashidiyeh camp in Lebanon's south, Sultan 
Abu al-Aynayn, a Fatah official, accused them of bloating up 
this personal act and depicting it as having political and 
security dimensions. He argued that this steady focus on 
Palestinians as a security problem obscures their demands for 
civil and social rights. 


Abdulal insists that it is impossible to have Lebanese state 
security without human security for Palestinians. "There has to 
be a general feeling of security among Palestinians, in the 
political, economic, social and cultural sense.' 


In Lebanon, Palestinians are still seen solely through security 
eyes. In Nahr al- Bared, the government has allowed the army 
to play a major role in the reconstruction project. It hasn't 
shown will to revise its treatment of Palestinians and finally - 
after more than 60 years of their presence - abolish the legal 
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discrimination against them. Current developments in the 
laboratory called Nahr al-Bared point to a one-sided imposition 
of direct rule on Palestinians rather than a ‘mutually beneficial 
partnership’ between them and their hosts. 


"Die Sonne sheint noch!" 


This book and similar items may be purchased at the following 
websites: 


Paperback Version: 


http: //www.amazon.com/Detect-Infiltrators-Observe-Covert- 
Misconduct/dp/1453638482/ref=sr 1 2? 
ie=UTF8&gid=1288424816&sr=8-2 
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Kindle Version 


http: //www.amazon.com/Detect-Infiltrators-Observe-Misconduct- 
ebook/dp/BOO3SHDT3C/ref=sr_ 1 1?ie=UTF8&gid=1289149797&sr=8-1 


T-Shirt Shop: 
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